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1
Decision/action requested

It is requested that proposed changes are approved.
2
References

[1]
N/A
3
Rationale

3.1
New requirement

The present pCR proposes a new requirement for integrity protection of SIs for non-public networks to address the Key Issue #2 in TR 33.809 for the reasons mentioned below. Since these non-public networks have rather a limited deployment compared to a public PLMN (for example to serve machines and devices in a factory), they open a completely new opportunity to have "practical" solutions to protect SIs. It only prudent that SA3 takes the opportunity to protect SIs "atleast" for these non-public networks. It would be extremely unfortunate if SA3 misses this opportunity. Therefore, a new requirement has been added.

Throughout the key issue, a formal term "non-public network" has been used instead of casual terms like "private network" and "regional deployment". References from SA2 and SA3 specs are given, which are 3GPP TR 23.734 and 3GPP TR 33.819 respectively. It is also clarified that the final output (solutions, conclusions) from this key issue could be input to SA3's ongoing study, i.e., 3GPP TR 33.819.
3.2
New solution

The present pCR proposes a new solution to address the Key Issue #2 in TR 33.809. In short, the new solution is for non-public networks and is about including signatures in the SI messages so that tampered SI messages could be detected. The solution is currently described in a very high level, so that SA3 could agree on a general principle first. Further details would be introduced in following SA3 meetings taking into consideration the works done in earlier study on PWS security, called 3GPP TR 33.969.

3.3
Editorials

There was an editor's note asking for cleanup because 3GPP TR 33.969 cannot be referenced. Therefore, 3GPP TR 33.969 has been de-referenced. We believe that it is sufficient for SA3's purpose to state it as "the study done during the start of 5G security standardization" than to copy the materials from 3GPP TR 33.899 as new Annex. If materials are copied, it will unnecessary bloat the current TR. 
There were some style errors like highlights, incorrect title casing, and list format. They have been corrected.
4
Detailed proposal

*** BEGIN CHANGES ***
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5.2
Key Issue #2: Security protection of system information

5.2.1
Key issue details


Broadcasting system information (SI) is one of the functions of the RRC protocol, defined in 3GPP TS 38.331 [2]. A cell periodically broadcasts synchronization signals and SI. These broadcasted messages are intended for all UEs which are camping on a cell.  In the idle mode or inactive mode, the UE monitors the SI of cells and choose a suitable cell to camp on. The UE typically acquires the SI from the cell and performs initial access to transition to connected state to obtain services. The system information includes information, among others, like cell (re-)selection parameters, neighboring cell information, frequency priority, blacklisted cell, common channel configuration information, NAS common information, and public warning system (PWS) messages. In general, the system information is applicable for UEs in RRC_IDLE, RRC_INACTIVE, and RRC_CONNECTED. 

A Rel-15 NR UE in IDLE mode performs PLMN selection, monitors paging, performs cell selection, cell re-selection, and applies access control before making an access attempt. In future releases, other services such as MBMS, proximity services, etc. are also likely to be supported by UEs in IDLE mode.
This key issue is about investigating if and how a new protection mechanism could be introduced against over-the-air attackers who broadcast rogue SI messages or replay previously captured SI messages as-is (without modification). Since SI are broadcast messages meant for all UEs, it is not apparent that an integrity and replay protection is strictly necessary. Nevertheless, in general, an integrity and replay protected SIs could add security value by at least making it difficult for over-the-air attackers to succeed in using a rogue SI or a previously captures SI at a later time, e.g., to lure UEs using SI messages with incorrect neighboring cells, and to send self-crafted or old PWS messages.

It is very important that earlier studies done by the 3GPP TSG SA WG3 are taken into account in this key issue, the studies being the 3GPP TR 33.969 [3], and the study done during the start of 5G security standardization. For example, there are some distinct challenges that are known from earlier studies as below:

a)
Key management. It is because of heterogenous trust-boundaries, and diverse regulations (or requirements) per countries (or regions);
b)
Time synchronization. It is because of difficulty to achieve fairly acceptable time synchronization between one gNB and other gNBs, and between UEs and gNBs; and
c)
Signaling complexity. It is because of restrictive signaling expected from UEs in RRC_IDLE.

Nevertheless, it is only prudent if the 5G system could be enabled (i.e., support) to achieve protection of SI messages in general, or "at least" in non-public networks. Study and conclusions on 5GS for non-public networks are recorded in 3GPP TR 23.734 [xx], and security aspects of the same are covered by 3GPP TR 33.819 [yy]. In short, a non-public network is a network that is intended for non-public use, e.g., to serve machines and devices in a factory. There are two types of non-public networks. The first one is called "stand‑alone" in which the non-public network does not rely on network functions of a public PLMN. The second one is called "non-stand-alone" in which the non-public network is deployed as part of a PLMN.

The key management, time synchronization, and signalling complexity are more easily handled in such non-public networks than in public PLMNs. Therefore, potential solutions (if any) on this key issue could be extremely beneficial for the whole 5G system community.

NOTE 1:
This key issue is concerned with the "over-the-air" interface. Therefore, integrity protection of SI "within-the-network" is not in the scope of this key issue.
5.2.2
Security threats

Lack of protection of SI could potentially have following impacts in some cases:
-
DoS attack on UE

-
Rogue services
5.2.3
Potential security requirements

The 5G system shall have support for integrity protection of SI in non-public networks. 
NOTE 1:
Architectural and security aspects of non-public networks are described in 3GPP TR 23.734 [xx] and 3GPP TR 33.819 [yy]. The final output (solutions, conclusions) from this key issue could be input to 3GPP TR 33.819 [yy].
*** NEXT CHANGE ***

6.Y
Solution #Y: Tamper resistant SI in non-public networks

6.Y.1
Introduction

This solution addresses following key issues:

-
Key issue #2: security protection of system information.

This solution is intended to be used only in non-public networks, e.g., the one serving machines and devices in a factory. Architectural and security aspects of non-public networks are described in 3GPP TR 23.734 [xx] and 3GPP TR 33.819 [yy]. 
6.Y.2
Solution details    
6.Y.2.1
Overview and description

 A high-level overview of this solution is depicted in Figure 6.Y.2-1.
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Figure 6.Y.2-1: A high-level overview of tamper resistant SI in non-public network (NPN)

The steps in simplistic terms are described below:

-
The gNB in an NPN prepares and signs the SI message.

-
The gNB broadcasts the signed SI message.

-
The UE acquires the signed SI message.

-
The UE verifies the signature contained in the acquired SI message.

Editor's Note: Further details of the solution are FFS.

6.Y.2.2
Provisioning of UEs and gNBs

Editor's Note: What is provisioned and how the UEs and gNBs in the NPN network are provisioned are FFS.
6.Y.2.3
Signature schemes

The NPN operator shall choose one of the following signature schemes:

-
Scheme A (null-scheme)
-
It means that there is no signature.

Editor's Note: The solution needs at least one non null-scheme. It is FFS to add more details of the schemes.

6.Y.3
Evaluation

Editor's Note: Evaluation is FFS.
*** END OF CHANGES ***

