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1
Decision/action requested

A new solution for forward secrecy based on slice authentication keys is proposed to TR 33.813 [1].
2
References
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3
Rationale

This contribution proposes a new solution addressing KI#2 on AMF key separation. The solution is based on the SA2’s conclusion related to the KI#3 on slice authentication and captured in TR 23.740 [2]. In their conclusion, SA2 recommends solution #3.2 for normative work which proposes a new slice-specific authentication procedure that is EAP-based and that requires interaction with a possibly external AAA server. This new procedure is similar to the Secondary authenticaton procedure excepts that the EAP-authenticator role is endorsed by the AMF.
The solution proposed in this contribution makes use of the keys resulting from such a slice authentication, in key-generating EAP methods, for the derivation of a new AMF key. Since, the resulting AMF key would only be known to the AMF running the slice authentication, forward security is realized.
4
Detailed proposal

It is proposed to approve the changes below for inclusion in TR 33.813 [1].
***
BEGIN CHANGES
***

7.X
Solution #X
7.X.1
Introduction
This solution addresses KI#2 on AMF key separation.
7.X.2
Solution details
This solution is based on solution #3.2 from 3GPP TR 23.740 [5] and which is the basis for the normative work. In the referred solution, the slice-specific authentication procedure is performed between the AMF and possibly an external AAA server under the control of the slice owner. The procedure is EAP-based where the AMF assumes the role of the EAP-authenticator. For key-generating EAP methods, the authenticator receives an MSK key from the backend authentication serever, here the AAA. In this solution it is proposed that the AMF running the slice-authentication uses the received MSK to generate a new AMF key such that the resulting AMF key is know to the AMF in possession of the MSK key. Figure 7.X.2-1 below illustrates the slice authentication procedure flow and shows how this is realized. A detailed description of the steps is provided below.
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Figure 7.X.2-1: Establishment of a new NAS security context based on the slice-authentication procedure
0. The UE registers and establishes security with the source AMF.
1. At one-point slice reselection takes place. This could be for example due to the UE requesting access to a new slice. During this relocation of the UE to a different target AMF, it is possible that horizontal AMF key derivation takes place and consequently a new NAS security context is established. It is also possible that the AMF triggers a primary authentication procedure.
2. Slice authentication takes place resulting in the provisioning of the MSK key to the target AMF.

3. The target AMF derives a new AMF key based on the established MSK key. This could be based on a local operator policy depending for example on the type of the requested slices, deployment aspects such as location of the target AMF, or SLA with the slice owner or the service provider.
4. 6
The AMF establishes a new security NAS context via a run of the NAS SMC procedure and where it is signalled to the UE that the new key is based on the recently established MSK key. This could be realized by a flag or by the inclusion of the EAP success message, etc.
There are several ways to derive an AMF keys from the MSK key: One option would be to use the 256 LSBs from the MSK but the preferred option is to use both the current AMF key and the MSK or some LSBs from the MSK. Since this would has the advantage of protecting against the compromise of one or the other key (AMF or MSK). It does also provide some form of binding between the access and the slice credentials. 
7.1.3
Evaluation
The solution meets the requirements of KI#2.

The solution has the following advantages:
· It is optional and could be based on a local operator policy policy depending for example on the type of the requested slices, deployment aspects such as location of the target AMF, or SLA with the slice owner or the service provider.

· It protects agains the compromise of one of the used keys. If either the source AMF key is compromised or the MSK key is, then the tagert AMF key would not be compromised. In other terms, the solution is robust against a possible compromise in one of the domains, i.e. source AMF’s or AAA’s domain.

· It does not require the involvement of the HPLMN to realize forward security should the AMF change during the slice reselection.

· It provides binding between the access and the slice credentials and provides more assurance and control over the security to the slice owner.
***
END OF CHANGES
***

UE
Source AMF
Target AMF
AAA
0. Initial Registration
Slice A
Slice B
1a. Slice reselection
1b. Slice reselection
2a. Slice authentication
2b. Slice authentication
2c. Slice authentication result(MSK)
3. Creates and activates a new security context based on MSK
4. NAS SM Command(indication)
5. Creates and activates a new security context based on MSK
6. NAS SM Complete



