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1
Decision/action requested

SA3 is kindly asked to approve the proposed test case of NF discovery serivce authorization for the NRF-specific functional requirement derivied from 33.501.
2
References

[1]
3GPP TS 33.518

5G Security Assurance Specification (SCAS) for the Network Repository Function (NRF) network product class
[2]
3GPP TS 33.501
Security architecture and procedures for 5G system

3
Rationale

Based on [1], this pCR proposes the test case of NF discovery service authorization as one of the NRF-specific security requirement derived from 33.501, as well as adding the references used in the main text. 

4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
3GPP TS 33.501: “Security architecture and procedures for 5G system”
[y]
3GPP TS 33.117: "Catalogue of General Security Assurance Requirements"
*************** Start of the 2nd Change ****************

4.2.2
Security functional requirements on the NRF deriving from 3GPP specifications and related test cases


4.2.2.X
Authorization of NF discovery service
4.2.2.X.1
Authorization of NF discovery service 
Requirement Name: Authorization of NF discovery service using OAuth 2.0 framework
Requirement Description:

“NRF shall be able to ensure that NF Discovery and registration requests are authorized” as specified in TS 33.501 [x], clause 5.9.2.1.
“After successful authentication between NRF and NF, the NRF shall decide whether the NF is authorized to perform discovery and registration” as specified in TS 33.501 [x], clause 13.3.1.
“The authorization framework described in clause 13.4.1 is mandatory to support for NRF and NF” as specified in TS 33.501 [x], clause 13.4.1.0.
Security Objective references: tba

Test case: 
Test Name: TC_NRF_AUTHORIZATION
Purpose:

Verify that the NRF is able to authorize NF discovert requests from NFs using OAuth 2.0 framework.
Procedure and execution steps:

Pre-Conditions:

· Test environment with four network function instances which may be simulated (e.g. two AMFs as service consumer NF, and two SMFs as service provider NF).

· None of the four network function instances (two AMFs, two SMFs) is configured with any information (e.g. address) of the others.

· The network product under test has mutually authenticated with the four network function instances (two AMFs, two SMFs) respectively.
· The four network function instances (two AMFs, two SMFs) are registered with the network product under test.
· The network product under test and the service provider NF instances (SMF #1, SMF #2) share the required credentials respectively.
· The network product under test is configured with the the profile of the expected NF/NF service and the type of the NF service consumer, as described in clause 4.17.4 of TS23.502 [?]. E.g. AMF #1 is allowed to discover and access SMF #1 but not SMF #2, while AMF #2 is not allowed to discover and access any of SMF #1 and SMF #2.

Execution Steps 
1. The tester triggers the service consumer instance AMF #1 to send a Nnrf_Access_Token_Get request to the network product under test for accessing SMF service.
2. The tester triggers the service consumer instance AMF #2 to send a Nnrf_Access_Token_Get request to the network product under test for accessing SMF service.
Expected Results:

· Both Nnrf_Access_Token_Get requests from AMF #1 and AMF #2 contains the NF Instance Id of the NF service consumer (AMF #), expected NF service name(s), NF types of the expected NF producer (SMF) and NF consumer (AMF), etc.

· The network product under test replied to AMF #1 with a Nnrf_Access_Token_Get response, which contains a digitally signed Access Token with claims including NF Instance Id of the network product under test, NF Instance Id of the NF Service consumer (AMF #1), NF Instance Id of the requested NF Service Producer (SMF #1), expected service name (scope) and expiration time.  
· The network product under test replied to AMF #2 based on Oauth 2.0 error response defined in RFC 6749.
Expected format of evidence:
Logs and the communication flow saved in a .pcap file.

*************** End of Change ****************

