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1	Decision/action requested
Approve the pCR to the Enhanced Net Slice TR
2	References
[1]		3GPP TS 33.501, v.15.3.0, Security architecture and procedures for 5G system
3	Rationale


Figure 1. Security domains for various network slices
According to various security requirements and deployments for different network slices, several security domains may be allocated and deployed (see figure 1).
For instance, slice 1 of security domain A may require the same security as Rel15, when all the NFs of slice 1 are managed and controlled by the PLMN network. The implementation of slice 1 shall follow the TS 33.501 [1] specification. However, slice 2 of security domain B may support different security requirements in some new scenarios, such as, the NFs of slice 2 may also be jointly controlled and managed by the MNO and a 3rd party, in order to achieve optimal data transmission and low latency management. In summary, in these cases the slice 2 will be deployed in a different security domain B from the operator’s core network.  Therefore, ID privacy (i.e. SUPI) shall be taken into account for these network slices while sending the SUPI to the NFs in Slice2.
According to the requirements on the UE in TS 33.501 [1], the SUPI should not be transferred in clear text over NG-RAN except for the routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC). From the security point of view, SUPI as sensitive information also shall not be sent to other different security domains from the operator’s core network.
4	Detailed proposal
****************************** Start of pCR to e-Net Slice TR 33.813 **********************************
6.X Key issue #X: SUPI privacy protection across different security domains
6.X.1	Key issue detail


Figure 6.X.1-1. Security domains for various network slices
According to various security requirements and deployments for different network slices, several security domains may be allocated and deployed (see figure 6.X.1-1).
For instance, slice 1 of security domain A may require the same security as Rel15, when all the NFs of slice 1 are managed and controlled by the PLMN network. The implementation of slice 1 shall follow the TS 33.501 [1] specification. However, slice 2 of security domain B may support different security requirements in some new scenarios, such as, the NFs of slice 2 may also be jointly controlled and managed by the MNO and a 3rd party, in order to achieve optimal data transmission and low latency management. In summary, in these cases the slice 2 will be deployed in a different security domain B from the operator’s core network.  Therefore, ID privacy (i.e. SUPI) shall be taken into account for these network slices while sending the SUPI to the NFs in Slice2.
According to the requirements on the UE in TS 33.501 [1], the SUPI should not be transferred in clear text over NG-RAN except for the routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC). From the security point of view, SUPI as sensitive information also shall not be sent to other different security domains from the operator’s core network.
6.X.2 Security threats
Without the SUPI privacy protection, the SUPI may be sent in clear to other different security domains from the operator’s core network.
6.X.3 Potential security requirements
It shall be possible to support additional SUPI protection mechanism while the SUPI is sent across different security domains.
************************** End of pCR to TR xxxxxx ***********************************************
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