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1
Decision/action requested

Approve the pCR below
2

Rationale

This contribution proposes a key issue for the security aspect of LCS end-to-end scenario.
3
Detailed proposal
*** BEGIN CHANGES ***
2
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*** NEXT CHANGES ***
5.X
Key Issue #X: Security aspects of end-to-end LCS data
5.X.1
Key issue details

The location messages exchanged between UE and 5GC is via NAS signalling.

In TS 22.261 [2] there is following description:

Subject to regional or national regulatory requirements, the 5G system shall be able to provide the 5G positioning services while ensuring the protection of the privacy of the UE’s user or owner, including the respect of his consent to the positioning services.

NOTE 1: 
this includes the ability for the 5G system to provide the positioning services on demand without having to track continuously the position of the involved UE.

NOTE 2: 
the respect of the user’s consent to some positioning services could abide by different rules in case of emergency (for example, rules that would also receive consent from the user, but well before the emergency occurs).

This requirement requires that UE’s location information shall not be exposed to unauthorized parities for the reason of privacy. However, TS 33.501 [n] specifies: "Confidentiality protection NAS signalling is optional to use ". It means that if NAS signalling confidentiality protection is not activated, UE location information or location related information will be exposed to the attackers.
This key issue will study:

-
Confidentiality protection mechanism for the location information exchanged via NAS signalling.
5.X.2
Security threats

The location information exchanged via NAS signalling between the UE and the 5GC may be used by attackers to track the locations of UEs.
5.X.3
Potential security requirements
-
Location information exchanged via NAS signalling shall be protected by confidentiality.
*** END OF CHANGES ***

