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*************** Start of the 1st Change ****************

4.2.2
Security functional requirements deriving from 3GPP specifications and related test cases

4.2.2.x.d
Authorization of NF service access 
4.2.2.x.d.1
Static authorization

Requirement Name: Static authorization of NF service
Requirement Description:

“If token-based authorization is not used within one PLMN, service consumer NF and service producer NF shall mutually authenticate before performing access to the service API. The service producer NF shall additionally check authorization of the service consumer NF based on local policy before granting access to the service API.

When local policy check is failed, NF service provider shall support error handling, and may send back an error message.” 
as specified in TS 33.501 [x], clause 13.3.2.
Security Objective references: tba

Test case: 
Test Name: TC_NF_STATIC_AUTHORIZATION
Purpose:

Verify that service provider NF supports authorizing service consumer NF for granting access to its services based on locally configured policy.
Procedure and execution steps:

Pre-Conditions:

· Test environment with two network function instances which may be simulated (e.g. two AMFs as service consumer NF).

· The network product under test has already mutually authenticated with the two network function instances respectively.
· The tester configures the network product under test with the local policy for service access, e.g. only AMF #1 is allowed with access.
Execution Steps 
1.
The tester triggers the service consumer NF instance AMF #1 to send a NF Service Request to the network product under test.

2.
The tester triggers the service consumer NF instance AMF #2 to send a NF Service Request to the network product under test.

Expected Results:

· The network product under test sent a NF Service Response to the service consumer NF instance AMF #1 granting the access to the serive API.
· The network product under test didn’t respond or sent an error meesage to the service consumer NF instance AMF #2.

Expected format of evidence: 
Logs and the communication flow saved in a .pcap file.
4.2.2.x.d.2
Token-based authorization

Requirement Name: Token-based authorization of NF service
Requirement Description:

“The authorization framework uses the OAuth 2.0 framework as specified in RFC 6749 [43]. Grants shall be of the type Client Credentials Grant, as described in clause 4.4 of RFC 6749 [43]. Access tokens shall be JSON Web Tokens as described in RFC 7519 [44] and are secured with digital signatures or Message Authentication Codes (MAC) based on JSON Web Signature (JWS) as described in RFC 7515 [45].

The authorization framework described in clause 13.4.1 is mandatory to support for NRF and NF.”

as specified in TS 33.501 [x], clause 13.4.1.0.

Security Objective references: tba

Test case: 
Test Name: TC_NF_OAUTH_AUTHORIZATION
Verify that service provider NF supports authorizing service consumer NF for granting access to its services using OAuth 2.0 framework.
Procedure and execution steps:

Pre-Conditions:

· Test environment with two network function instances which may be simulated (e.g. two AMFs as service consumer NF).

· The network product under test has already mutually authenticated with the two network function instances respectively.
· The service consumer NF instance AMF #1 is in possession of a valid access token, while service consumer NF instance AMF #2 is in possession of an invalid or expired access token.
· The network product under test is configured with the certificates of the service consumer NF instances and the certificate of the issuer (NRF) of the valid access token.
Execution Steps 
1.
The tester triggers the service consumer NF instance AMF #1 to send a NF Service Request to the network product under test.

2.
The tester triggers the service consumer NF instance AMF #2 to send a NF Service Request to the network product under test.

Expected Results:

· The verification of the acess token from the service consumer NF instance AMF #1 was successful. The network product under test sent a NF Service Response to the service consumer NF instance AMF #1 granting the access to the serive API.

· The verification of the acess token from the service consumer NF instance AMF #2 failed. The network product under test replied to the service consumer NF instance AMF #2 based on Oauth 2.0 error response defined in RFC 6749.

Expected format of evidence: 
Logs and the communication flow saved in a .pcap file.

*************** End of Change ****************


