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******************************* Start of Changes ***************************************

6.4.2
Security for multiple NAS connections

6.4.2.1
Multiple active NAS connections with different PLMNs 

TS;23.501 [2] has a scenario when the UE is registered to a VPLMN's serving network via 3GPP access and to another VPLMN's or HPLMN's serving network via non-3GPP access at the same time. When the UE is registered in one PLMN's serving network over a certain type of access (e.g. 3GPP) and is registered to another PLMN's serving network over another type of access (e.g. non-3GPP), then the UE has two active NAS connections with different AMF's in different PLMNs. As described in clause 6.3.2.1, the UE shall independently maintain and use two different 5G security contexts, one per PLMN serving network. Each security context shall be established separately via a successful primary authentication procedure with the Home PLMN. All the NAS and AS security mechanisms defined for single registration mode are applicable independently on each access using the corresponding 5G security context.x01
NOTE: 
The UE belongs to a single HPLMN.

6.4.2.2
Multiple active NAS connections in the same PLMN's serving network

When the UE is registered in a serving network over two types of access (e.g. 3GPP and non-3GPP), then the UE has two active NAS connections with the same AMF. A common 5G NAS security context is created during the registration procedure over the first access type. 

In order to realize cryptographic separation and replay protection, the common NAS security-context shall have parameters specific to each NAS connection. The connection specific parameters include a pair of NAS COUNTs for uplink and downlink and unique NAS connection identifier. The value of the unique NAS connection identifier shall be set to "0x00" for 3GPP access and set to "0x01" for non-3GPP access.

In mobility and interworking scenarios, a newly created partial NAS security context is activated only on the NAS connection reporting the mobility, NAS context is enabled one by one for multiple connections.
When the UE is simulanteously registered over both types of accesses, and if an authentication procedure followed by a NAS SMC run takes place over one of the accesses (say access A), then the new NAS security context shall only be activated over that access (access A). The UE and the AMF shall retain and continue to use the old NAS security context over the other access (say access B). In order to activate the new NAS security context over the other access (access B), the AMF shall trigger a NAS SMC run over that access. During the second NAS SMC run (on access B), the AMF shall include the same ngKSI associated with the new NAS security context. After a successful second NAS SMC procedure over the other access (access B), both the UE and the AMF shall delete the old NAS security context.
******************************** End of changes ****************************************

