	
3GPP TSG SA WG3 (Security) Meeting #94	S3-190217
28 January-1 February 2019, Kochi (India)	revision of S3-19XXXX

Source:	China Mobile
Title:	Key issue regarding minimal computational cost when generating session anchor keys
Document for:	Approval
[bookmark: _GoBack]Agenda Item:	8.19
1	Decision/action requested
The pCR regarding minimal computational cost when generating session anchor keys is kindly asked to be approved by SA3.
2	Reference
[1]		3GPP TR 22.861, FS_SMARTER - massive Internet of Things
3	Rationale
5G networks will support Massive Internet of Things (mIoT) for massive machine type communications [1].  mIoT requires high efficient cyptograhic algorithms or protocols to be used, in order to meet the strict service requirement as well as limited capability of devices. Thus the generation of session anchor keys should be cost efficient. 
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X.Y	Key Issue #A: minimal computational cost when generating session anchor keys  
X.Y.1	Key issue details
 It is anticipanted that 5G system will support mIoT services. A number of IoT devices, such as water meters, usually have constrained resources in the context of CPU power and battery capability.  Moreover, it is usually required that such kind of IoT devices could work more than 10 years with limited battery capability. If less efficient cryptographic algorithms or protocols are applied when generating session anchor keys, it is difficult to meet mIoT service requirements. 
X.Y.2	Security threats
 The IoT devices with limited battery capability can not work more than 10 years if computational heavy algorithms or protocols are deployed. This may affect the availability of IoT devices. 
X.Y.3	Potential Security requirements
The cost efficient cryptographic algorithms or protocols should be appled when generating session anchor keys.
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