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There are two kinds of key derivation functions deployed in the 5G system. One is generic key derivation function (GKDF) defined in TS 33.220 [34], which is used for all key derivations in 5GC as shown in Figure 6.2.2-1 and Figure 6.2.2-2 in TS 33.501. The other one is the HMAC-based Extract-and-Expand Key Derivation Function (HKDF) specified in RFC 5869 [35], which has been applied to IKEv2, TLS 1.2, TLS 1.3, N32-f, and EAP-AKA' for the key derivation. 
The base of GKDF and HKDF is the keyed hash function HMAC-SHA-256. The security of HMAC depends on the cryptographic strength of the used hash function [aa]. As a result, the key derivation functions used in 5G system themselves are not substantially affected by the advances in quantum computing based on the conclusion in section 4.4.
Note 1: 	The entropy of the output of the key derivation functions depends on the entropy of the input key used in the key derivation functions. For a 256 bit entropy output, a 256 bit entropy input key is needed when applying the key derivation functions.
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