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1
Decision/action requested

This contribution proposes a pCR for a key issue to TR 33.835.
2
References

[1]
3GPP TS 33.835 Study on authentication and key management for applications based on 3GPP credential in 5G v 0.2.0
[2]
3GPP TS 33.220 Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)

3
Rationale

This Key Issue is about Roaming. In case of roaming, it is necessary to consider a new function to help transfer the key material to AKMA AF. Therefore, the security impacts shall be taken into account as well. 
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.835.

***
BEGIN CHANGES
***

5.x
Key Issue #x: Roaming

5.x.1 Issue details
In the case where UE has contacted an AKMA AF that is operated in another network than home network, this visited AKMA AF shall use a Proxy of the AKMA AFs network to communicate with subscriber's authentication function.

The principle is that the roaming subscriber shall be able to utilize the authentication function in the home network. The subscriber shall be able to utilize network application function that is in a visited network.

Such a Proxy is needed to be located between the visited AKMA AF and the subscriber’s authentication function. 


5.x.2 Security Threats
If the Proxy is not authorized to validate the visited AKMA AF to participate in AKMA and isn’t able to assert to subscriber’s authentication function, the AKMA procedure shall not work.

If the Proxy is not at the same or higher security level than the visited AKMA AFs, there shall be a potential risk that the Proxy will be compromised.
5.x.3 Potential architecture requirements
-
Proxy shall be able to locate subscriber's home BSF and communicate with it over secure channel;

-
Proxy shall be able to validate that the visited NAF is authorized to participate in GBA and shall be able to assert to subscriber's home BSF the visited NAFs DNS name; 

· The physical security level of the Zn-proxy shall not be lower than the highest level of the NAFs which it interfaces with;
***
END OF CHANGES
***

