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Decision/action requested

It is requested to approve the proposed content for new solution to TR 33.814
2
References

[1]   3GPP TR 23.731 v0.8.0: “Study on Enhancement to the 5GC LoCation Services.”

[2]
3GPP TR 33.814 v0.1.0: “Study on the security of the enhancement to the 5GC location services.” 
3
Rationale

The location privacy setting can be changed by users at any time. UE indicates to the network the privacy setting and the privacy setting can be stored in UDR and accessed by UDM. For 5GC_MT_LR request, the privacy setting is utilized by GMLC and obtained from UDM to verify the positioning permission of external clients/NF/AF. In the roaming scenarios, the privacy setting may be changed or tampered by V-GMLC in visting network or other attackers.
Based on the result, the paper proposes an integrity protection of privacy setting between UE and UDR, which address the security requirement of key issue #x.
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Detailed proposal
***********************Start of the first change************************

6.X
Solution #X: Security Solution for integrity protection of privacy setting between UE and UDR
6.X.1
Introduction
This solution addresses key issue #X. In the roaming scenarios, the privacy setting may be changed or tampered by V-GMLC in visting network or other attackers. This solution is proposed to fight against this kind of attack using message authentication code.
6.X.2
Solution details
The proposed solution is propose to provide integrity protection between UE and UDM.  The detailed flow is shown in figure 1. 
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Figure 1: Privacy setting update procedure
1. UE calculate the message authentication code PS-MAC-IUE for the privacy setting ps_ue. Input parameter includes freshness parameters (e.g. counter) and privacy setting. The input key is Kausf.
2. If the UE is in CM-IDLE state, UE triggers service request.
 3-4. UE to UDM via AMF, LMF, V-GMLC, and H-GMLC: ps_ue, counter, PS-MAC-IUE.
5. UDM to AUSF: ps_ue, counter.

6. AUSF calculates PS-MAC-I’UE and PS-MAC-Iausf. Input parameter for PS-MAC-Iausf includes new freshness parameters (e.g. counter) and ps_ue’.
7. AUSF to UDM: PS-MAC-I’UE and PS-MAC-Iausf.
8. UDM verifies PS-MAC-IUE and store received ps_ue;
       9-10. UDM to UE: PS-MAC-Iausf.

       11. UE verifies PS-MAC-Iausf.
6.X.3
Evaluation
FFS
***********************End of the first change*************************
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