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	Reason for change:
	Previous changes based on CRs in S3-183584 and S3-183585, and S3-183616 did not make NAS key activation clear in Clause 6.4.2.2. The proposed changes below try to clarify the issue:
1. Add NAS algorithm change scenario on the top.

2. Clarify that when UE performs registration over one access, the UE can run Service Request, PDU session establishment procedure at the same time over antoher access, so that the new key activated shall be divided into two cases depending on whether the UE is in CM-CONNECTED or in CM-IDLE.

3. Chaify that the second NAS SMC shall run in a new initial NAS procedure. Because according to TS 23.502, the NAS SMC procedure can run at the begning of the SR procedure, which means it is a very small chance to run the NAS SMC procedure in the current running SR procedure, so that to avoid adding new logical, such as suspending the current running SR procedure to run NAS SMC for updating the key, it is proposed that the other NAS SMC runs in a new initial NAS procedure.
4. Clarify how to active the new NAS security context over non-3GPP access when the UE is in CM-IDLE.

5. For mobility cases, as TS 23.502 does not contain the HO procedure for non-3GPP access, especially the HO procedure in multi-NAS connection scenarios. So that it is proposed to address the AMF change only from the 3GPP access side.

	
	

	Summary of change:
	Clarify the NAS key activation in multi nas scenarios.

	
	

	Consequences if not approved:
	The current text is not clear enough
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	Other comments:
	


*********** Begin of Change ************
6.4.2.2
Multiple active NAS connections in the same PLMN's serving network

When the UE is registered in a serving network over two types of access (e.g. 3GPP and non-3GPP), then the UE has two active NAS connections with the same AMF. A common 5G NAS security context is created during the registration procedure over the first access type. 

In order to realize cryptographic separation and replay protection, the common NAS security-context shall have parameters specific to each NAS connection. The connection specific parameters include a pair of NAS COUNTs for uplink and downlink and unique NAS connection identifier. The value of the unique NAS connection identifier shall be set to "0x01" for 3GPP access and set to "0x02" for non-3GPP access.

In mobility and interworking scenarios, a newly created partial NAS security context is activated only on the NAS connection reporting the mobility, NAS security context is enabled one by one for multiple connections.
When the UE is simultaneously registered over both types of accesses, and if NAS key re-keying as described in clause 6.9.4.2 or if NAS key refresh as described in clause 6.9.4.3, or if NAS algorithms change takes place over one of the accesses (say access A), since when the UE performs Registration procedure over one access (access A), the UE can perform Service Request procedure or PDU session procedures at the same time over the other access (access B), so that:
1) If the other access (access B) is in CM-CONNECTED state, then the new NAS security context shall only be activated over that access (access A).The UE and the AMF shall retain and continue to use the old NAS security context only over the other access (say access B). In order to activate the new NAS security context over the other access (access B), the AMF shall trigger a NAS SMC run over that access in another initial NAS procedure which is protected by the old NAS security context. The initial NAS procedure can be trigged by rejecting the current running NAS procedure if there is any, or waiting for the UP data transmition is over. During the second NAS SMC run (on access B), the AMF shall include the same ngKSI associated with the new NAS security context. After a successful second NAS SMC procedure over the other access (access B), both the UE and the AMF shall delete the old NAS security context.
2) If the other access (access B) is in CM-IDLE state, the new NAS security context shall be activated over both access after a NAS SMC run via the access (access A), and the old NAS security context shall be deleted.
The AMF should avoid initiating an algorithm change in NAS SMC as part of the Service Request procedure.
In case of AMF change causing a horizontal KAMF derivation during mobility events, as the mobility is only defined for 3GPP access in the present specification, the new NAS security context shall be activated over 3GPP access after NAS SMC runs or a NAS containter transferred to the UE over 3GPP access. New NAS security context activation over non-3GPP access shall follow.
*********** End of Change ************
