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Decision/action requested

It proposes a new solution of registration for mutual exclusive slices.
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Detailed proposal

***
BEGIN CHANGES
***

7.X
Solution #X: Registration for mutual exclusive slices

7.X.1
Introduction

This key issue addresses the key issue #2: AMF key separation.

In R15, the UE is able to store multiple 5G security context if the UE is able to perform multiple registration via different access of different PLMN. The access to a slice using 3GPP credential, in some kind, is similar as access to an operator network.

The solution assumes that the UE can have multiple slice security context, including the 5G security context. In order to support mutual exclusive access to network and slices, the UE can only have one active security context at a time. The network AMF or slice AMF that serves the UE shall implicitly de-register the UE if the UE try to leave.

In order to separate the AMF key, if an AMF serving a slice A, which is mutual exclusive with slice B or network, then the AMF shall not serve the slice B or the network, and vies verse. When the UE sends out Registration Request, it always uses the active security context to computes the MAC-I of the message.

7.X.2
Solution details

The following figure illustrates the registration procedure:
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Figure 7.X.2-1: Registration procedure with mutual exclusive slice
1. The UE may have registered in the network, and may have registered in the mutual exclusive slice. If the UE has registered in the network, the UE has stored a network security context, and it is assumed that the network AMF1 holds the UE network context. If the UE has registered in the slice, the UE has stored a slice security context, and it is assumed that the slice AMF1 holds the UE slice context. The UE may have registered in other mutual exclusive slice, hence the UE has stored more than one slice security context. The UE can only have at most one active security context at a time.

2. The UE decides to access the mutual exclusive slice, it sends a Registration Request (NSSAI) message to a network AMF, i.e. network AMF2. The NSSAI indicates the mutual exclusive slice. If the UE has registered in the network and is accessing the network services, the Registration Request message shall include a 5G-GUTInw that indicates the network AMF, i.e. network AMF1, who holds the UE network context. If the UE has registered in the slice, the Registration Request message shall include a 5G-GUTIns that indicates the slice AMF, i.e. slice AMF1, who holds the UE slice context. The UE shall use the active security context to calculate a MAC-I for the Registration Request message. If the UE is accessing the network services, the active security context is network security context, if the UE is accessing a slice services, the active security context is the slice security context corresponding to the accessing slice.

3. If the Registration Request message does not include a 5G-GUTInw, the network AMF2 may perform primary authentication procedure and NAS SMC procedure with the UE.

4. If the Registration Request message includes a 5G-GUTInw, then the network AMF2 performs step 4~6 for context transfer. The network AMF2 sends a Context Transfer Request (NSSAI) message to the network AMF1 indicated by the 5G-GUTInw.

5. The network AMF1 knows that the UE is registering in a mutual exclusive slice, which is indicated by the NSSAI, the network AMF1 implicitly de-register the UE.

6. The network AMF1 sends a Context Transfer Response (verified) message to the network AMF2. The message does not include UE network context, but includes a flag to indicate that the UE is verified.

7. The network AMF2 does not serve the slice indicated by the NSSAI, it forward the Registration Request message to an appropriate slice AMF, i.e. slice AMF2. The forwarded Registration Request message may additionally include a flag if primary authentication procedure or context transfer procedure is performed. If primary authentication procedure is performed, then the flag indicates that the UE has been authenticated, otherwise, it indicates that the UE has been verified.

8. If the forwarded Registration Request message includes a 5G-GUTIns of the slice, the slice AMF2 performs step 8~9 for context transfer with the slice AMF1, which is indicated by the 5G-GUTIns. The slice AMF2 sends a Context Transfer Request (NSSAI) message to the slice AMF1. The Context Transfer Request message for UE slice context may include a flag received in step 7.

9. The slice AMF1 knows that the UE is registering in the slice again, which is indicated by the NSSAI. If the flag is received, the slice AMF1 does not verify the UE. The slice AMF1 sends a Context Transfer Response (UE slice context) message to the slice AMF2.

10. If the slice context is transferred to the slice AMF2 successfully, the slice AMF2 may perform authentication procedure and NAS SMC procedure for the slice based on local policy. If the slice context transfer is not performed, the slice AMF2 shall perform the authentication procedure and NAS SMC procedure for the slice. In case of authentication procedure for the slice needs to be performed, the slice AMF2 shall send the NSSAI received in step 7 to the UDM for fetching slice specific authentication vector. In case of slice context transferred successfully, if a flag that indicates the UE has been authenticated is received, the slice AMF2 may decide not to authenticate the UE to save time. In this case, the slice AMF2 may perform a horizontal derivation on the slice KAMF to renew the UE slice security context.

11. The slice AMF2 sends a Registration Accept message to the UE directly, which is protected using the UE slice security context.

12. The UE receives the Registration Accept message for the mutual exclusive slice, it deactivate the currently active security context and activate the slice security context.

If the UE is misbehaviour, and accesses network services after registered in the mutual exclusive slice, the network AMF1, who holds the UE network security context, will refuse to transfer the UE network context, or deny the access to the network due to the implicitly de-registration of the UE.

7.X.3
Evaluation

TBD.
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END OF CHANGES
***
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