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Classification of the Work Item and linked work items
2.1
Primary classification
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work Items 

	Unique ID
	Title

	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	720003
	Study on Enhancement of 3GPP support for V2X services (FS_eV2X)
	Rel-15 Stage 1 study on eV2X service requirements

	750002
	Enhancement of 3GPP support for V2X scenarios (eV2X)
	Rel-15 Stage 1 work on eV2X service requirements

	750062
	Enhancements on LTE-based V2X Services (LTE_eV2X)
	Rel-15 RAN work item

	750049
	Study on evaluation methodology of new V2X use cases (FS_LTE_NR_V2X_eval)
	Rel-15 RAN study item

	790002
	Study on Improvement of V2X Service Handling (FS_V2XIMP)
	Rel-16 Stage 1 study on eV2X service requirements

	800096
	Study on NR Vehicle-to-Everything (FS_NR_V2X)
	Rel-16 RAN study item

	760043
	Study on architecture enhancements for 3GPP support of advanced V2X services (FS_eV2XARC)
	Rel-16 Stage 2 study on eV2X architecture enhancements

	820018
	Architecture enhancements for 3GPP support of advanced V2X services (eV2XARC)
	Rel-16 Stage 2 work on eV2X architecture enhancements

	740009
	Security aspect of LTE support of V2X services (V2XLTE-Sec)
	Security work on LTE V2X (Rel-14) 
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Justification

SA2 has started normative work on eV2X architecture enhancement (eV2XARC, approved in SA#82), while the relevant SA2 study item (FS_eV2XARC, TR 23.786) is not officially completed yet, just to allow some more pCRs. Based on advanced use cases specified by SA1 work (TS 22.185), there exist some agreements on architecture enhancements in TR 23.786, which need security consideration. For example, unicast between V2X UEs over PC5 involves signalling for connection establishment and management, whether it is only PC5 signalling in V2X layer similar to ProSe, or additional RRC signalling underneath it. SA3 needs to analysis if and how to protect such procedures. 

Group communication over PC5 is yet another example, where the architectural agreement is that application layer is responsible of group management. Still privacy impact needs to be accessed, for example, about handling of identifiers over the multiple layers. Last but not least, security aspects of interfaces in eV2X system architecture, which is aligned with 5G system architecture, needs to be considered, compared with Release 14 LTE V2X security.
4
Objective

The objectives of this study are to provide security analysis of eV2X system architecture, derive potential security requirements, and evaluate security solutions for protection of it. The security aspects to be considered are as follows:
- Security for new interfaces in 5G eV2X system architecture, compared to LTE V2X Rel-14
- Security for eV2X unicast over PC5

- Security for eV2X group communication 

- Security issues raised from other WG’s work related to eV2X services (e.g. RAN), if there is any
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Expected Output and Time scale

	New specifications

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	Internal TR
	33.XXX
	Study on Security aspects of 3GPP support for Advanced V2X Services
	TSG#84
(June 2019)
	TSG#85 (Sept. 2019)
	rapporteur: Joonwoong Kim, LG Electronics, Joonwoong.kim@lge.com


	Impacted existing TS/TR 

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)
Joonwoong Kim, LG Electronics, joonwoong.kim@lge.com
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Work item leadership

SA3 
8
Aspects that involve other WGs
SA2 for system architecture, and RAN2 for radio protocols.
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Supporting Individual Members
	Supporting IM name

	LG Electronics

	China Mobile

	AT&T

	CATT

	ZTE

	Huawei

	Hisilicon


