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Decision/action requested

Approve the solution prsented in the Tdoc
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Rationale

As per the agreed requirements in the TR 33.813, following requirements need to be addressed.
· It should be possible to perform Network Slice Access authentication and authorization specific Network Slice, in addition to primary authentication if the Slice is configured for such additional authentication. 

· It should be possible to perform the additional authentication after primary authentication using credentials other than credentials used for primary authentication used for 3GPP access.
· Also, in S2-1813359, SA2 has conveyed that they have chosen ‘Solution #3.2: Solution to KI#3 on Slice Specific Authentication and Authorization using non 3GPP credentials’ from TR 23.740, as the solution to go forward for implementation. 

· The solution below takes in to account the agreed requirements and the SA2 solution.

4
Detailed proposal

*********************************************** Start of Changes ************************

7.x
Solution #x Slice Specific Secondary Authentication and Authorization 
7.x.1
Introduction
This solution is based on the agreed solution Solution #3.2 in the SA2 TR 23.740. The architecture assumes Authentication, Authorisation and Accounting Server (AAA-S) deployed in a PLMN or in a third-party network that allows Slice-Specific secondary authentication and authorisation of users who have the right of access to certain slices. A AAA proxy function (AAA-F) is also defined to provide a single point of interaction from the PLMN with the third parties. Slice specific User IDs and credentials, separate from those used for the primary authentication, shall be used in the Slice specific secondary authentication.

During the primary authentication, whether the UE requires a slice specific secondary authentication is detected by the UDM by checking a flag for this extra authentication against the NSSAI corresponding to the Slice. The IP address or FQDN/realm of the AAA Server that would perform the authentication and authorisation may be stored in the AAA-F per S-NSSAI. Alternately, the User ID in the third party could be defined defined as a NAI (see RFC 4282 [x]), i.e. the User ID is in the form user@domain. 

When a UE performs a registration request which includes S-NSSAI(s) in the Requested NSSAI which needs Slice-Specific Secondary Authentication and Authorisation, after the successful completion of the primary authentication, the AMF and SMF triggers, a secondary Authentication with the AAAof specific S-NSSAI(s). If multiple Slices need slice specific secondary authentication, one such authentication is needed for each S-NSSAI. 

The UE needs to be provisioned with the credentials necessary to authenticate itself with the Slice AAA Server corresponding to the NSSAI of the Slice. The UE includes a Slice-Specific Secondary Authentication and Authorisation indicator in the ‘UE security capabilities’ in the registration request mressage, for the AMF to determine whether it can execute Slice-Specific Secondary Authentication and Authorisation or not. If the Slice specific Secondary Authentication security capability is not included in the registration request, the AMF shall not allow UE to access to any Network Slice for which Slice-specific Secondary authentication is required.

The assumption is that the secondary authentication is performed using one of the EAP authentication methods.

Once the secondary authentication is executed, authentication status is kept by the AMF in the UE context, so extra authentication is not repeated at subsequent registrations until a re-authentication is required by the AAA Server or the PLMN, based on policy. 

The Slice AAA server may re-authenticate the UE or decide to revoke the authorization, in this case the AAA proxy routes to the serving AMF, based on the binding between the User id and the GPSI of the UE established when the UE was authorized for the Slice.

Once the the secondary authentication is complete, SM procedures to the authorised slices takes place for the UE.
7.x.2
Solution details



Step 1-2: Regular Registration Request and Authentication of the UE. Primary Authentication is complete and NAS Security is established. 

Step 3: The AMF checks the UE Subscription data received in the primary Authentication process, whether Slice Specific Secondary Authentication is enabled for any of the allowed S-NNSAIs.

Step 4a-4f:  If Slice Specific Secondary Authentication is enabled for the UE, AMF initiates Secondary Authentication using EAP, by requesting the EAP User ID for the specific Slice S-NSSAI. The NAS message to the UE includes the S-NSSAI value so the right Network Slice authentication is executed and so the corresponding User ID and credentials are used by the UE. The AMF may start in parallel several such authentication and Authorisations procedures if more than one S-NSSAI is enabled for Secondary Slice-Specific Authentication and Authorisation.

Step 5: At the completion of Slice Specific Secondary authentication, the UE and AMF will have a set of allowed NSSAIs already authenticated for service. The AMF proceeds with PDU session setup for each of the authenticated S-NSSAIs.
7.x.3
Evaluation

This solution describes slice-based authentication/authorisation when UE requests registration to the associated S-NSSAI during the Registration procedure. The network (e.g. AMF) determines if the requested S-NSSAI(s) are subject to Slice-Specific Secondary Authentication and Authorisation based on the NSSAI subscription data received from AUSF/UDM. It allows for upfront determination whether the requested S-NSSAI is allowed to be used, and thus, the network grants allowed NSSAI to the UE before any PDU session is established. 

Security requirements of slice specific authentication and separate credentials for slice specific authentication are also met.

*************************************************** End of changes ******************************
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4d. EAP Request-Response Messages





3. AMF checks subscription data and UE security capability for Slice specific secondary authentication, for each NSSAI





5. UE and AMF knows the list of authorized and subscribed NSSAIs











4. Slice specific secondary Authentication





4e. EAP-SUCCCESS 
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4c. Authentication Request (EAP Identity Response, S-NSSAI, GPSI )





4a. NAS Message (EAP Identity Request, S-NSSAI)





2. Primary Authentication using 3GPP credentials
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4f. NAS Message (EAP SUCCCESS, S-NSSAI)





4b. NAS Message (EAP Identity Response, S-NSSAI)








