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1
Decision/action requested

It is requested to agree to the solution proposed in for EPC RLOS access.  
2
References

 [1]
GSMA SGP.22: "RSP Technical Specification."
3
Rationale

To solve Key issues 5.1, there are three options for operators. 

1. Limited access without Security: UE connects to the network with RLOS indicator and gets an IP address with limited connectivity and start GSMA RSP. The issue with this solutions it enables DOS attack on Radio core resources. One possibility is operator allows every UE to enable GSMA provisioning without any authorization which will enable a dos attack as described in Key issue 5.2. 

2. Limited Access with Device Authentication: Provisioning MME and Device with public and private keys: The second option is as, in solution 6.2, Device vendor will provide public and private keys in the ME. Operators then need to work with UE device vendors to get access to device public/private keys. This solution has significant overhead for maintaining and provisioning of new keys in both MME and ME, which doesn’t allow any control to operators. 

3. Limited Access with Device Authentication for GSMA RSP Provisioning: The solution described below provides a third option. UE has legitimate embedded UICC attached to ME. ME anchors on public and private keys in Device or ME. The device performs a one-way device authentication with the operator network. Upon successful authentication with the operator network, the network provides limited connectivity for GSMA RSP provisioning. This solution has no impact on eSIMs and eSIM provisioning services. This solution takes advantage of standardized GSMA eUICC Profile provisioning procedures to provision the UEs after the device authentication is done. This solution requires no change of 3GPP specifications, neither GSMA eUICC specifications for provisioning. 
This proposed solution 3 describes the scenario for unauthenticated UE to gain restricted access to the operator’s network to sign-up for network access subscription service.   Once unauthenticated UE successfully downloads the subscription profile for accessing the network, the unauthenticated UE disconnects and then authenticates to the network using the subscription profile. Subscription Service is one of the examples of limited service, the solution proposes can be used to provide other limited services. 
Upon successful RLOS network discovery and selection, the device performs one-way authentication to the EPC network for obtaining limited connectivity to reduce DoS attacks on the operator’s network.  This solution doesn’t modify existing GSMA RSP protocol [1], in fact, the solution enables GSMA provisioning for not provisioned UICC based device to connect to the operator for provisioning using existing GSMA protocols. More specifically, this solution solves Key issue 5.1 and 5.2  related to EPC mechanisms required to support unauthenticated UEs to allow unauthenticated UEs to access EPC network for RLOS while minimizing DoS attacks on the operator’s network.
4
Detailed proposal
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6. Y
Solution #Y: EPC Solution for RLOS Access

6. Y.1
Introduction

To solve Key issues 5.1, there are three options for operators. 
1. Limited Services access without Security: UE connects to the network with RLOS indicator and gets an IP address with limited connectivity and start GSMA RSP. The issue with this solutions it enables DOS attack on Radio core resources. One possibility is operator allows every UE to enable GSMA provisioning without any authorization which will enable a dos attack as described in Key issue 5.2. UE will send RLOS indication, and GSMA provisioning will kick start without any checks in the operator network. 
2. Limited Services Access with Device Authentication: Provisioning MME and Device with public and private keys: The second option is as, in solution 6.2, Device vendor will provide public and private keys in the ME. Operators then need to work with UE device vendors to get access to device public/private keys. This solution has significant overhead for maintaining and provisioning of new keys in both MME and ME, which doesn’t allow any control to operators. 
3. Limited Services Access with Device Authentication: The solution described below provides a third option. UE has legitimate embedded UICC attached to ME and anchors on public and private keys in ME or Device. The device performs a one-way device authentication with the operator network. Upon successful authentication with the operator network, the network provides limited connectivity for limited services e.g. GSMA RSP provisioning. This solution has no impact on eSIMs and eSIM provisioning services. This solution takes advantage of standardized GSMA eUICC Profile provisioning procedures to provision the Ues after the device authentication is done. This solution requires no change of 3GPP specifications, neither GSMA eUICC specifications for provisioning. 
This proposed solution 3 describes the scenario for unauthenticated UE to gain restricted access to the operator’s network to sign-up for network access subscription service.   Once unauthenticated UE successfully downloads the subscription profile for accessing the network, the unauthenticated UE disconnects and then authenticates to the network using the subscription profile.

Upon successful RLOS network discovery and selection, the device performs one-way authentication to the EPC network for obtaining limited connectivity to reduce DoS attacks on the operator’s network.  More specifically, this solution solves Key issue 5.1 related to EPC mechanisms required to support unauthenticated UEs to allow unauthenticated UEs to access EPC network for RLOS while minimizing DoS attacks on the operator’s network. 

6. Y.2
Solution details

Following pre-conditions are assumed:

1) The device is equipped with the public-private key at the manufacturing time. The device manufacturer will provision public-private key in the device at the manufacturing time with device-specific public/private keys. These keys are separate from eUICC or any other keys that are provisioned for GSMA provisioning protocols. Profile or subscription download procedure is followed as per the GSMA RSP Specification GSMA SGP.22 v2.2 [XX] [yy]. Along with public and private keys, the device is provisioned with a corresponding Certificate and URL that includes a pointer to Certificate Authority and a unique identifier of the device.
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Figure 6.Y.2.X-1: EPC RLOS Attach procedure.

1. The UE sends an indication in Attach Request message that the Attach is for Restricted Local Operator Services (this is similar to the Emergency Attach indication that is used for "unauthenticated" UEs for emergency calls) which triggers the MME to select a locally configured APN that is used for RLOS. 

In the case of the authenticated UE (i.e., in the limited state), the UE shall perform the detach procedure before step 1.

2. MME sends Attach to reject message with RAND to UE. The RAND in the Attach Reject indicates the UE to resend attack request with Authorization signature calculated over some parameters. 
Note: This step of sending RAND is optional and based on operator network policy. 
3. UE resends the attach request to MME including IMSI/IMEI/UUIDUE ​. During these procedures, the device provides the device Certificate URL to MME Signed using device private key. It also includes a RAND supplied in step 2 to avoid a replay attack (based on operator policy). 

4. MME retrieves IMSI (if available) and IMEI (SV)  from the UE.

5. The Serving Network sends to the Authorization Server an Authorization Verification Request containing the received Subscription Identifier, URL for certificate and Signature. This operator has a business relationship with device certificate authority identified by the URL. MME retrieves the certificate of the device by contacting the device certificate authority specified in URL. Signature received in Authorization request from MME is verified, and success or failure Authorization Verification response is sent to the MME. MME generates then a temporary KASMEtemp for the ME as the new master key for KNAS and KeNB.
6. The MME sends a NAS Security Mode Command to the ME with the KASMEtemp, encrypted with the ME public key retrieved in step 5.
7. KASME acts as anchor key for the derivation of NAS, eNB and AS keys (KNAS, KeNB, KRRC) in the ME and MME for encryption and integrity protection.

8. 9. 10. 11.12. The ME sends a NAS Security Mode Complete to the MME, encrypted with KNAS_ENC. The MME starts PDU session establishment procedure for RLOS towards SGW and PGW. ME and eNB derive the AS keys KRRCenc and KRRCint as well as KUPenc. The MME sends an ATTACH accept to the ME (secured with KNAS),
Note: Derivation of Anchor key, NAS and AS keys in 6, 7, 8, 11, 12 are optional and can be enabled based on network policy. ME can continue GSMA RSP using limited internet connectivity provided by the operator after PDU session is established. Subscription Service is one of the examples of limited service, the solution proposed can be used to provide other limited services.
13. MME can further continue the RLOS access procedure for EPC as per SA2 specification. UE can continue to use GSMA RSP SGP specification for provisioning of the UE. If a failure indication is received from the Authorization server, then MME will discontinue the RLOS attach process by sending an Attach Reject message to UE. 
6. Y.3
Evaluation

1. This solution has no impact on eSIMs and eSIM provisioning services. This solution takes advantage of standardized GSMA eUICC Profile provisioning procedures to provision the Ues after the device authentication is done. This solution requires no change of 3GPP specifications, neither GSMA eUICC specifications for provisioning. GSMA RSP is one of the limited services that can be supported by this solution. Solution can be easily extended to other applications based on operator policy to provide other limited services. 
2.  This solution solves Key issue 5.1 related to EPC mechanisms required to support unauthenticated UEs to allow unauthenticated UEs to access EPC network for RLOS while minimizing DoS attacks on the operator’s network. 

3. The solution uses standard x.509 standard PKI infrastructure and protocol. 
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