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1
Decision/action requested

This contribution proposes to add new requirements for TR 33.819 KI #2.1.
2
References

3
Rationale

This contribution proposes to add new requirements to Key Issue #2.1 in TR 33.819.

It also fixes editorial errors in Section 5.2.1.2 introduced during the merging of S3-183828 into TR 33.819.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.819.
***
BEGIN CHANGES
***

5.2
Key Issues related to Security aspects on interworking between NPN and PLMN

5.2.1
Key Issue #2.1: Authentication and Authorization for Interworking, Roaming between NPN and PLMN 
5.2.1.1
Key issue details

There is a need for 5GS to support non-public operations for an enterprise using Non Public Networks (NPN) deployed in plants or factories. The envisioned deployment options for NPN are: standalone, hosted by a PLMN or a slice from a PLMN. 

The purpose of this key issue is to identify specific issues for authentication and authorization when a UE needs to access and obtain services offered from a PLMN via a NPN and vice versa. Where a roaming agreement between a PLMN operator and an NPN operator allow, it need to be studied what security model could be adopted with authentication in both networks or authentication in only one of the networks, e.g. if a PLMN need to authenticate a UE for network access and to grant service over PLMN network.

In this key issue, a UE authentication with a PLMN (using credentials needed for PLMN) is called "PLMN Authentication" and with NPN (using credentials needed for NPN) is called "NPN Authentication". 

This key issue assumes that:

-
Authentication methods, identities, credentials for PLMN access are 3GPP only. 


-
NPN may or may not be considered trusted by PLMN.


-
PLMN is considered trusted by NPN.

- 
PLMN Authentication is mandatory to access PLMN offered services via NPN.

The security aspects of authentication and authorization for PLMN and NPN interworking and roaming (including simultaneous access) are as follows:

-
The UE identifier used for NPN Authentication.

- 
The NPN Authentication may use 3GPP or non 3GPP based credentials (e.g. using the EAP framework). 

- 
When a UE is already authenticated/registered with the PLMN, an additional NPN authentication may or may not be performed to access and obtain NPN services via the PLMN.

- 
Standardized secure interface between the authentication anchor in the PLMN (e.g. AMF/SEAF) and the Authentication server in NPN (e.g. AUSF/UDM, AAA).

- 
Standardized secure interface between the authentication anchor in the NPN (e.g. AMF/SEAF) and the Authentication server in PLMN (i.e. AUSF/UDM).

5.2.1.2
Security threats

 
Access of UEs to NPN offered services via PLMN unauthorized by NPN and/or PLMN.  

Access of UEs to PLMN offered services via NPN unauthorized by NPN and/or PLMN.  

5.3.1.3
Potential security requirements



The system should allow access to PLMN services via NPN only to UEs with valid NPN and PLMN credentials/authorization.

The system may allow access to NPN services via PLMN to UE authenticated/authorized by the PLMN.

The system shall prevent UEs without valid PLMN credentials/authorization from access and obtaining PLMN services via NPN.

***
END OF CHANGES
***



