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Decision/action requested

Approve pCR to TR 33.853 [1] below.
2
References

 [1]
3GPP TR 33.853 "Technical report on key issues and potential solutions for Integrity protection of the User Plane", S3-190014
3
Rationale

In the 5G system, as currently specified, UP security activation is separate from CP security activation and is based on a UP policy sent by the core network. In EPS, as currently specified, UP and CP AS security are activated simultaneously by the AS SMC.

For the introduction of UP integrity in EPS, it needs to be specified how UP integrity is activated in a secure way.

4
Detailed proposal: pCR to TR 33.853 [1]
*** BEGIN CHANGES ***
5.x
Key Issue x: UP integrity activation in EPS

5.x.1
Issue description

In the 5G system, as currently specified, UP security activation is separate from CP security activation and is based on a UP policy sent by the core network. In EPS, as currently specified, UP and CP AS security are activated simultaneously by the AS SMC.

For the introduction of UP integrity in EPS, it needs to be specified how UP integrity is activated in a secure way.

5.x.2
Network options affected
This key issue is applicable to the following network options:

- Option 1 - eUTRA with EPC

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

5.x.3
Threat description

-
If UP integrity activation is not secure, a man-in-the-middle could deceive the UE into sending UP traffic unprotected that is supposed to be protected.

5.x.4
Security requirements 

-
The system shall support secure activation of UP integrity.

*** END CHANGES ***

