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Potential risk of denial of service attack
During the development of of GTP security recommendations for GSMA members the GSMA Roaming and Interconnect Fraud and Security (RIFS) group has identified a possible attack that can result in a denial of service to subscribers. The attack is with respect to the GTP recovery counter, that can be manipulated in such a way that can result in a denial of service to subscribers. The attack type is described in the following table:
	Attack
	Method
	Attack Type
	Attack Pre-conditions
	Mitigation

	[bookmark: _Hlk528571209]Denial of service on all subscribers on the same SGSN/SGW
	An attacker can spoof any GTP-C message (e.g. Echo response) with increased Restart Counter and send it to the target node. The target node, since the counter has been increased, assumes a restart of the sending node and deletes all context assigned to this spoofed IP address.
	Actively send malicious message
	Target node IP reachability (e.g. access to the GRX/IPX, Internet exposure)
	GSN nodes should not strictly follow this 3GPP functionality and thus not delete all contexts after restart counter indication to reduce the impact. Employ anti spoofing on the IP firewall, at least to protect spoofing of internal IPs and other explicitly not allowed IP addresses.
Ensure the recovery counter is sequential and monitor counter values on GTP-C messages.



RIFS plans to highlight this attack type and the associated risks to GSMA members. This attack is possible because within the 3GPP specification TS 23.007 section 10.1 Restart of the GGSN, when a restart condition is detected, then all UE context(s) are deleted, causing the associated denial of service. 
RIFS also plans to highlight to its members that the recommended mitigation for the attack is to not delete all context(s). However, this contradicts the behaviour defined in TS 23.007.
Action Required
[bookmark: _Toc437780036][bookmark: _Toc51656806][bookmark: _Toc74460304]GSMA RIFS would like to ask the 3GPP CT4 group to consider the attack and provide its view on the draft mitigation advice in the above table.  
3GPP CT4 is invited to consider whether the specified behaviour in the 3GPP specification TS 23.007 (relevant extract copied below) should be changed to mitigate this vulnerability, in accordance with the RIFS draft recommendation.
When the SGSN detects a restart in a GGSN (see clause 18 "GTP-C based restart procedures") with which it has one or more PDP contexts activated, it shall deactivate all these PDP contexts and request the MS to reactivate them. When the SGSN detects a restart in a GGSN with which it has MBMS Bearer context(s) and/or MBMS UE context(s), it shall delete all these MBMS Bearer context(s) and/or MBMS UE context(s).

3GPP CT4 is invited to propose and advise RIFS of any other addtional security procedures for the protection of the Restart recovery counter within the GTP specification TS 23.007.
Next Meetings
RIFS#74 call	9 Jan 2019
RIFS#75 call	13 Feb 2019
& calls at approximately 3-4 week intervals thereafter (dates TBC).
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