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Decision/action requested

This contribution proposes and update of Solution #2 AS and NAS security based on the emergency call procedures for inclusion in the PARLOS TR
2
References

[1]
TR 33.815 v0.3.0


3
Rationale

This contribution proposed an update of solution#2 of the PARLOS TR [1] to deal with DoS attacks.
The risk of DoS attacks with this solution is no different to that with unauthenticated emergency calls. Indeed, it may be less as there is less reason to prioritize a RLOS call as opposed to an emergency call. Hence the risk can be mitigated in similar, e.g. dedicated MMEs for RLOS or limiting the number of simultaneous RLOS calls. 
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****

7.2
Solution #2 AS and NAS security based on the emergency call procedures

7.2.1
Introduction

This solution addresses the AS and NAS requirements of the key issue #1 “Establishing temporary security for PARLOS session” and key issue #2 “Support for Unauthenticated UEs access to RLOS using EPC”.

The solution uses the emergency call procedures to enable the ME to establish a connection to the RLOS server.  

7.2.2
Solution details

The solution proposes that a RLOS call is treated similar to an unauthenticated emergency call with the following difference:

- The UE indicates that it wishes to make a RLOS call rather than an emergency call in the NAS signalling to the network and will only accept a RLOS call when it has initiated the call.
- The network that supports an establishment of the RLOS session connects the UE to the RLOS server rather than making a connection to the emergency service infrastructure.

Just like in an unauthenticated emergency call, the NULL ciphering and NULL integrity algorithms will be chosen as no keys are shared between the ME and network. This means that there is no protection of the user plane or signalling of the RLOS call with this solution.  

It is assumed that there will be some application layer security between the ME and RLOS server.

In terms of protecting the network against DoS attack, the network could deploy similar mechanism as the one used to protect against DoS attacks with unauthenticated emergency calls, e.g. dedicated MMEs or limiting the number of simultaneous calls.
**** END OF CHANGES ****

