3GPP TSG SA WG3 (Security) Meeting #94-Ad hoc
S3-190959
11 - 15 March 2019, Stockholm
revision of S3-190903
Source:
Philips
Title:
Key Issue proposal on location measurement tampering for FS_eLCS_Sec
Document for:
Approval
Agenda Item:
5.12
1
Decision/action requested

A new key issue on the possibility of a UE faking location measurements is proposed to TR 33.814 [1].
2
References

[1]
3GPP TR 33.814: "Study on the security of the enhancement to the 5GC location services"
[2]
3GPP TR 22.261: "Service requirements for the 5G system; Stage 1"
3
Rationale

In several 3GPP location services, the UE of which the location is to be determined performs measurements itself and sends these measurements to the network so the network can determine its location. Examples are
-
OTDOA (Observed Time Difference Of Arrival),

-
Enhanced cell ID - measurement of arrival times of specific messages, and

-
Enhanced cell ID - measurement of received signal strength of specific messages.

It may be advantageous for a UE to appear to be located somewhere else than it actually is. This can be done by the UE by faking the above measurements or by altering the measured values before sending these to the network.

Requirements to protect the production of the user location information and to detect tampering and spoofing attempts on the production of the user location information have been formulated in clause 8.7 "Fraud protection" of [2].
4
Detailed proposal

It is proposed to approve the changes below for inclusion in TR 33.853 [1].
***
BEGIN CHANGES
***

5.x
Key Issue #x: UE faking/altering location measurements
5.x.1
Key issue details
In several 3GPP location services, the UE of which the location is to be determined performs measurements itself and sends these measurements to the network so the network can determine its location. Examples are

-
OTDOA (Observed Time Difference Of Arrival),

-
Enhanced cell ID - measurement of arrival times of specific messages, and

-
Enhanced cell ID - measurement of received signal strength of specific messages.

It may be advantageous for a UE to appear to be located somewhere else than it actually is. This can be done by the UE by faking the above measurements or by altering the measured values before sending these to the network.

This key issue is about investigating how the network can detect that a UE has faked or altered measurements that are used for determining its location. For this key issue it is assumed that the reports provided by the UE are not trusted.
5.x.2
Security threats
Not being able by the network to detect a UE faking or altering measurements that are used for determining the location of that UE may lead to

-
granting a UE a service that is based on the UE having to be in a particular location when the UE is actually not in that location, which may allow the user to defraud a monetized service, such as cheap calls when being close to one's home,
-
a UE being able to provide a fake alibi for its user.

5.x.3
Potential security requirements 

Editor's Note: The potential security requirements are FFS.
***
END OF CHANGES
***

