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1
Decision/action requested

Approve this pCR
2
References
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3
Rationale

This pCR adds content to the LTKUP soolutions overview clause (4.2).
4
Detailed proposal

#######################   start of change 1 ######################################
4.1
Overview


3GPP TR 33.834 [2] recommends the production of detailed implementation for:

-
Solution 4b - Diffe-Hellman based key agreement over SIM OTA

-
Solution 5 - multiple sets of parameters on the USIM.

Both solutions meet all of the key issues identified in TR 33.834 [2]:

-
Key Issue 1: individual subscription - K exposed

-
Key Issue 2: batch of subscriptions - K exposed

-
Key Issue 3: LTK Derivation vs. LTK Transport

-
Key Issue 4: Loss of synchronisation of long term keys

- Key Issue 5: undetected leakage of K

Both solutions can be implemented in GSM, UMTS, LTE and 5G and both require SIM/USIM changes and Home network HSS/AuC/UDM changes.
#######################   end of change 1 ######################################



