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1
Decision/action requested

This pCR proposes a new solution for AKMA by reusing the KAUSF key stored at the AUSF and the UE from primary authentication in 5GS
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Rationale

In 5GS, a successful primary authentication of the UE results in a key (KAUSF) that is stored in the AUSF in the home network and the UE. We propose a solution for AKMA where the KAUSF is used to derive the AKMA key (KAKMA). KAKMA key can be considered equivalent to the key Ks in GBA_ME architecture.

4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to draft TR 33.835.

********************** START pCR ****************************
6.X Solution <X>: Reusing KAUSF for AKMA
6.x.1 Introduction
This solution addresses KI#1, KI#2, KI#3, KI#4 and KI#5.
6.x.2 Solution details
This solution introduces two new functions to 5GC:
· AKMA Authentication Function (AAuF)
· AKMA Application Function (AApF)
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Figure 6.x.2-1: AKMA Architecture that reuses KAUSF
In this solution, no separate authentication is performed to support AKMA functionality. Instead, it reuses the 5G primary authentication for AKMA purposes. Therefore, it is assumed that the UE had successfully registered to the 5G core before invoking AKMA services. A successful 5G primary authentication results in KAUSF being stored at the AUSF and the UE.

The KAUSF is used for the following AKMA purposes:
1. Deriving a KAUSF key identifier from KAUSF at the UE and the AUSF. The KAUSF key identifier is stored by the AUSF along with the KAUSF. The derived key identifier is transported from the UE in NAI format to the AApF where the “username” part of the NAI includes the UE’s KAUSF key identifier and the “realm” part is set to home network identifier identifying the AUSF in the home network that holds KAUSF. If the AApF does not have context associated with the key identifier, then the AApF sends a request to AAuF with the key identifier to request AKMA keys for the UE. The KAUSF key identifier is equivalent to the B-TID in GBA and identifies the KAUSF key of the UE from which other AKMA keys are derived.

2. Deriving a key KAKMA at the UE and the AUSF. The AUSF sends KAKMA to the AAuF. KAKMA is equivalent to key Ks for GBA in TS 33.220)
Both the AAuF and the UE use KAKMA to derive application specific keys needed for AKMA Application Functions (AApFs) in similar manner as for NAFs in GBA. This implies that existing GBA based Ua protocols can be mostly reused (with any necessary adaptations) by the UE and the AApF with AKMA and is denoted as Ua* interface.
Editor’s Note:  Derivation of AKMA specific keys and the key identifier are FFS.
In this solution, the AKMA keys can only be refreshed by running a fresh primary authentication. This means that the AKMA key lifetime(s) cannot be shorter than the time interval between primary authentications.
Editor’s Note: It is FFS whether there is a need to refresh AKMA keys more often than the 5G primary authentication.
6.x.3 Evaluation
This solution reuses primary authentication and the key KAUSF for AKMA, thus avoiding the need to perform a separate authentication for AKMA.
This solution supports user privacy as SUPI is never sent by the UE to the network. The derived KAUSF key identifier is also used by the AApF to identify the UE.
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