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1
Decision/action requested

It is proposed to add the proposed solution to the TR 33.809.

2
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3
Rationale

This contribution provides a solution of detection of false relay base stations by UE.
4
Detailed proposal

***
BEGIN CHANGES
***
6.Y
Solution #Y: <Solution Name>

6.Y.1
Introduction

This solution addresses the key issue #5 “Mitigation against the authentication relay attack”.
6.Y.2
Solution details
The serving network is configured with radio parameters of legitemate base stations and relay base stations

The UE includes the cell ID of in the message sent to the (relay) base station during the procedure (e.g. Registration Request or Service Request) establishing a signaling connection. the (relay) base forwards the message to the serving network, adding radio parameters of itself and its nearby base stations into the message. In the response message from serving network to the UE, anti-false base station parameters are carried. These include radio parameters and  relay indicator of the supposed (relay) base station. Based on these parameters, the UE is able to distinguish false (relay) base station from legitimate one.
6.Y.3
Evaluation

TBD
***
END OF CHANGES
***
