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Decision/action requested

It is suggested that the following updates to Solution#14 in TR 33.835 are approved
2
References

[1]
3GPP TS 33.835 Study on authentication and key management for applications based on 3GPP credential in 5G v 0.3.0
[2]
3GPP TS 33.220 Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)
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Rationale

Details added to solution #14 in order to remove the editor’s notes in KI #14. 

4
Detailed proposal

*** 1st CHANGE*****
Solution #14: Key revocation 

6.14.1
Introduction
This solution addresses the key issue #14. According to the key issue, it shall be possible to revoke the application keys in a secure way.  
Key revocation in this scenario is equal to key deletion. 
6.14.2
Solution details
6.14.2.1
Revocation in Application function

Between the anchor function and the application functions, there must be some secure interface in place providing confidentiality and authenticity, since this is used to transport the application keys. The revocation can be performed over that same interface and benefit from existing security procedures. 

The anchor functions must keep a list of recipient AFs for each UE to keep track of which AFs to send a revocation to. the revocation request must at least include the application key identifier.
When the AF receives a Revocation Request, it shall delete the key pointed out by the request. The AF shall regard the UE as unauthenticated.

When the Anchor function receives the response, it shall delete the KAF ID from its list of generated keys (it does not store a copy of the actual key, only the ID). 
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6.14.2.2 
Revocation in UE

For revocation in the UE there are the following options

1. Send revocation request from Anchor function to UE bootstrapping client 

2. Let the application function handle the revocation by not providing any service to the UE when the application key is revoked

3. Let the bootstrapping client in the UE handle revocation itself when authentication fails

For the revocation to be authenticated, option1 could use the old anchor key. This is not optimal since the key is expired.  

Option 2 might not work if the application function is not functioning properly due to crash or similar. 

Option 3 relies on the UE itself being responsible for the revocation. Since the UE bootstrapping client and anchor function shall perform mutual authentication, the bootstrapping client will know when the authentication fails. The bootstrapping client can then revoke the application keys in the respective application. 

The bootstrapping client needs to save a list of identities of derived keys and their respective application, to be able to perform the revocation.

The interface between the bootstrapping client and the application must provide confidentiality and authenticity, since this is used to transport the application keys. The revocation can be performed over that same interface and benefit from existing security procedures. 
When the UE Application receives a Revocation Request, from the UE Bootstrapping function, it shall delete the key pointed out by the request. The UE shall regard the AF as unauthenticated. 
When the UE Bootstrapping function receives the response, it shall delete the KAF ID from its list of keys (it does not store a copy of the actual key, only the ID).

Editor’s Note: Detailed description of the procedures and the steps after revocation are FFS.  
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6.14.2.3
Possible Synchronization Scenarios

If for some synchronization problem, the AF key is revoked in one entity but not the other, the following scenarios might occur:

· Key revoked in UE but not in AF

·   The UE can start a new bootstrapping to generate a new application key. 
· If, by this point, there is a new valid anchor key, a new application key will be generated. The UE contacts the AF with the new application key and UE and AF will be synchronized, and service can be provided to the UE 
· If the reason for revocation is still valid (authentication bootstrapping failed), a new key will not be provided and the communication with the AF will terminate. 

·  If the AF sends anything to the UE, it will be dropped by the UE. The AF will then regard the UE as having stopped working when it does not receive any replies and should mark UE as unauthenticated after some timeout (application specific).  
· Key revoked in AF but not in UE

·  UE might try to connect to the AF. The AF regards the UE as unauthenticated and asks the bootstrapping anchor for a new AF key. 

· If the reason for revocation is still valid (authentication bootstrapping failed) the anchor will not provide any new key and the AF can deny the UE access and possibly send a deny response. 

· If a renewed bootstrapping authenticated procedure has been successful, the anchor can derive a new AF key and send it to the AF. After this, UE and AF will be synchronized, and service can be provided to the UE.

6.14.2.3
Revocation lists

Revocation lists are used when several users need to know the status of other users' keys. It is usually used together with certificates where the public keys are widely spread. 
In this case however, we have only two peers, the UE and the AF and one shared key between the two peers. Each peer will regard the other peer as either authenticated (AF keys exists) or unauthenticated (No AF key exist). 
From the Anchor function's perspective, no revocation list is required either since it will never keep a derived application key, only the identity of the key. Once the key is revoked, the ID is deleted in the Anchor function. The Anchor function will however need to keep the ID of the revoked key until it receives a reply from the AF. When designing the messages for key revocation it would be beneficial to keep in mind the possibility of an AF not responding, for example by resending revocation message with some periodicity. The same reasoning is applicable between the UE bootstrapping client and the UE application. 
*** END OF CHANGE*****
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