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1
Decision/action requested

This contribution proposes a solution to key issue #5.1 on the key hierarchy for non-public networks
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3
Rationale

The text in clauses 6.2.1 and 6.2.2 of TS 33.501 [2] are written given that the authentication method is either 5G AKA or EAP-AKA’. As noted in key issue#5.1 in TR 33.819, it is possible that other EAP methods (that is not EAP-AKA’) are used to authenticate the UE in non-public network and hence the key hierarchy etc given in these clauses cannot directly apply. The below pCR proposes a solution to key issue#5.1 outlining the necessary changes to make these clauses applicable to non-EAP-AKA’ EAP methods.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****

6.X
Solution #X: Key hierarchy for authentication using non-AKA EAP methods in non-public network 
6.X.1
Introduction

This solution addresses key issue #5.1: UP security policy for the 5GLAN group.

6.X.2
Solution details
6.X.2.1
Discussion on needed changes
This solution describes the changes that need to be captured to make the key hierarchy (subclause 6.2.1 of TS 33.501[x]) and the key derivation and distribution (clause 6.2.2 of TS 33.501 [x]) apply to generic EAP methods of authentication. 
NOTE 1: The exact wording of replaced text and how to present the changes will need to be finalised during the agreement on any CRs that are proposed based on this solution. 
For the purposes of this solution to describe the key hierarchy modifications, it is assumed that the EAP authentication terminates in the AUSF in the network. 
The following changes are needed for clause 6.2.1. 

- For the UE side of figure 6.2.1-1, the USIM and ME labels are changed to UE.

- For the figure 6.2.1-1, the 3 layers relating to HPLMN are collapsed into one layer which is labelled AUSF and UE with the following content

- Long term EAP credential which derive KAUSF via the EAP authentication and KAUSF derives KSEAF using the existing KDF
- The paragraph starting “The keys related to authentication ...” needs to be replaced with the following:

- The keys stored for the purposes of running the EAP authentication will depend on the EAP method chosen
- The text of deriving KAUSF needs to be replaced by the following:

- KAUSF is derived from the EMSK created by the EAP authentication as for EAP-AKA’.
The following changes are needed for clause 6.2.2.1 
- The Keys in the ARPF text is revised to remove the first two sentences that relate to AKA
- The Keys in the AUSF text needs the current sentences replaced by
- The AUSF derives the KAUSF from the output of the EAP authentication. 
- The AUSF generates the anchor key, also called KSEAF, from KAUSF
- Figure 6.2.2-1 is changed as follows

- UDM/ARPF box is removed
- Long term EAP credential which derive KAUSF via the EAP authentication and KAUSF derives KSEAF using the existing KDF
The following changes are needed for clause 6.2.2.2
· Figure 6.2.2.2-2 is changed as follows:
- USIM and ME layers are removed
- Everything above the KSEAF is replace by the long term EAP credential which derive KAUSF via the EAP authentication and KAUSF derives KSEAF using the existing KDF
- Text in 6.2.2.2 below the figure is replaced with the following:

- If provisioned by the home operator, the UE stores the Home Network Public Key used for concealing the SUPI.
- The UE derives the KAUSF from the output of the EAP authentication.

- Storage of the KAUSF at the UE is optional.
- The UE generates all the other subsequent keys that are derived from the KAUSF as given in 6.2.2.
- Any 5G security context, KAUSF and KSEAF that are stored at the UE shall be deleted from the UE if the long-term credentials used for the EAP authentication are either removed from the UE or not present when the UE is powered on. 
6.X.3
Evaluation

The proposed solution meets all the requirements of key issue #5.1.
**** END OF CHANGES ****

