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1
Decision/action requested

This contribution proposes some analysis of Solution #2 AS and NAS security based on the emergency call procedures for inclusion in the PARLOS TR
2
References

[1]
TR 33.815 v0.3.0


3
Rationale

This contribution provides some proposed text from the evaluation of solution#2 of the PARLOS TR [1].
The solution is based on the unauthenticated emergency call procedures.  

Like emergency calls an attacker cannot force the UE to accept a RLOS call as such a call need to be initiated by the UE.

There is no protection of the traffic over the air

The impact of this solution is minimal from a security perspective on the UE and MME as it relies on the procedures for unauthenticated emergency calls.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****

7.2.3
Evaluation

Like emergency calls an attacker cannot force the UE to accept a RLOS call as such a call need to be initiated by the UE.

There is no protection of the traffic over the air at the network layer, although it is assumed that the traffic between the UE and RLOS SERVER is protected.
The impact of this solution is minimal from a security perspective on the UE and MME as it relies on the procedures for unauthenticated emergency calls.

**** END OF CHANGES ****

