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Test 1:
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Hence the 1st new test case is proposed to verify that a NF service consumer does not accept the search result in such case.
Test 2:
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Hence the 2nd new test case is proposed to verify that a NF service consumer does not reuse the previous search result to request service from the NF service producer in the result, if the validity period of the result has expired.
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References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Specification set".

[3]
IETF RFC 3871: "Operational Security Requirements for Large Internet Service Provider (ISP) IP Network Infrastructure".
[4]
3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".

[5]
3GPP TS 33.501: “Security architecture and procedures for 5G system”.
[6]
3GPP TS 29.501: “Principles and Guidelines for Services Definition”.

[7]
IETF RFC 6749: "OAuth2.0 Authorization Framework".

[x]
3GPP TS 29.510: "Network Function Repository Services".
*************** Start of the 2nd Change ****************

4.2.2
Security functional requirements deriving from 3GPP specifications and related test cases

4.2.2.1
Security functional requirements derived from 3GPP specifications – general SBA/SBI aspects
4.2.2.1.x
Search Result Handling for NF Discovery
4.2.2.1.x.1
Search Result Validity Period
Requirement Name: Validity Period of Search Result
Requirement Description:

“A "Cache-Control" header should be included in HTTP responses, as described in IETF RFC 7234 [20], section 5.2. It shall contain a "max-age" value, indicating the amount of time in seconds after which the received response is considered stale; this value shall be the same as the content of the "validityPeriod" element described in subclause 6.2.6.2.2” as specified in TS 29.510 [x], clause 6.2.2.2.3.
“
	Attribute name
	Data type
	P
	Cardinality
	Description

	validityPeriod
	integer
	M
	1
	It shall contain the time in seconds during which the discovery result is considered valid and can be cached by the NF Service Consumer. This value shall be the same as the value contained in the "max-age" parameter of the "Cache-Control" header field sent in the HTTP response.


” 

as specified in TS 29.510 [x], clause 6.2.6.2.2.
Security Objective references: tba

Test case: 
Test Name: TC_SEARCH_RESULT_VALIDITY_PERIOD
Purpose:

Verify that a NF service consumer does not accept and cache the search result in the NF discovery response if the value of the search result validity period and the value in the "max-age" parameter of the "Cache-Control" header in the response are not the same value.
Procedure and execution steps:

Pre-Conditions:

· Test environment with a NF instance as the NRF. The NRF may be simulated.
· The network product under test has already mutually authenticated with the NRF.

· The tester shall have access to the interface beetween the network product under test and the NRF.
· The tester shall configure the profile of a NF service producer in the NRF, including the validity period in seconds.
Execution Steps 
1. The tester triggers the network product under test to send the NRF an HTTP GET request containing query parameters with search filter criteria for the discovery request.

2. The NRF constructs a HTTP response with the search result containing the profile of the NF service producer that satisfying the search filter criteria, as well as the configured validity period.
3. The tester changes the value in the "max-age" parameter of the "Cache-Control" header in the response to be different from the value of validity period in the search result and sends the response to the network product under test.

Expected Results:

· The network product under test receives the response but does not accept and cache the search result retrived from the response.

Expected format of evidence:
Logs and the communication flow saved in a .pcap file.

4.2.2.1.x.2
Reuse of Search Result 
Requirement Name: Reuse of Search Result
Requirement Description:

“Before a service consumer invokes this service operation, it shall consider if it is possible to reuse the results from a previous searching (service discovery). 

The service consumer should reuse the previous result if input query parameters in the new service discovery request are the same as used for the previous search and the validity period of the result is not expired.” 

as specified in TS 29.510 [x], clause 5.3.2.2.1.
Security Objective references: tba

Test case: 
Test Name: TC_SEARCH_RESULT_REUSE
Purpose:

Verify that a NF service consumer does not reuse the previous search result to request service from the NF service producer in the result, if the validity period of the result has expired.
Procedure and execution steps:

Pre-Conditions:

· Test environment with two NF instances as the NRF and the NF service producer respectively. Both the NRF and the NF service producer may be simulated.
· The network product under test has already mutually authenticated with the NF service producer and the NRF respectively.

· The tester shall have access to the interfaces of the network product under test, the NRF and the NF service producer.
· The tester shall configure the profile of the NF service producer in the NRF, including the validity period in seconds.
Execution Steps 
1. The tester triggers the network product under test to send the NRF an HTTP GET request containing query parameters with search filter criteria for the discovery request.

2. The NRF responds to the network product under test with the search result containing the profile of the NF service producer that satisfying the search filter criteria, as well as the configured validity period.
3. Before the validity period expires, the tester triggers the network product under test to send a NF service request to the NF service producer.

4. The NF service producer executes the requested service and responds back to the NF Service consumer.
5. After the validity period expires, the tester triggers the network product under test to send another NF service request to the NF service producer.
Expected Results:

· The NF service producer does not receive the NF service request from the network product under test.

· The NRF receives from the network product under test a new HTTP GET request for service discovery containing query parameters with the same search filter criteria as in step #1.

Expected format of evidence:
Logs and the communication flow saved in a .pcap file.

*************** End of the Changes ****************


