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1	Decision/action requested
The pCR proposes a scheme to enhance the security of KSEAF based on the symmetric algorithm, and is kindly asked to be approved by SA3.
2	Reference
[1]		3GPP TR 22.861, FS_SMARTER - massive Internet of Things
[2]	3GPP TS 33.501
3	Rationale
5G networks will support Massive Internet of Things (mIoT) for massive machine type communications [1].  mIoT requires high efficient cryptographic algorithms or protocols to be used, in order to meet the strict service requirement as well as run on the device with limited computational capability and energy capability. 
The session anchor key KSEAF may be compromised regardless of which kind of authentication protocols (5G AKA or EAP-AKA’) is applied if the long-term key K has been leaked.  We propose a scheme to enhance the security of the session anchor key KSEAF, where the generation of the key KSEAF relies on not only the long-term key K but also the first session anchor key KSEAF_FRIST and the previous session anchor key KSEAF_PRV. In this way, an attacker cannot get the session anchor key KSEAF unless he/she can acquire the first session anchor key and previous session anchor key in the meantime. Moreover, the proposed scheme is efficient as the generation of the session anchor key does not require the use of asymmetric cryptographic algorithms.  
[bookmark: _Toc513201990]4	Detailed proposal
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X.Y	Solution 1.Y:  Security enhancement for the key KSEAF based on the symmetric algorithm   
X.Y.1	Introduction
The proposed solution can enhance the security of the session key KSEAF without raising the high computational cost. It has addressed the key issue XX and key issue YY..
X.Y.2	Solution details
The basic idea of this proposal is to enhance the session anchor key KSEAF  in a way that the generation of the key KSEAF relies on not only the long-term key K but also the first session anchor key KSEAF_FRIST and the previous session anchor key KSEAF_PRV , as depicted in the following figure



.                                        Figure X.Y.1 KSEAF enhancement based on the symmetric algorithm

The detailed steps of the proposed scheme are as follows:

1. Upon receiving the Nudm_UEAuthentication_Get Request message, the UDM determines which authentication protocol is used according to the profile of the UE (5G AKA or EAP-AKA').

2. UE and the network perform mutual authentication by using the selected authentication protocol.  

3. After the authentication, both the UE and the AUSF obtain the session key KSEAF derived from the long-term key K.
 
4. UE and AUSF use the KSEAF and the stored first session anchor key KSEAF_FRIST and the previous session anchor key KSEAF_PRV to generate the session anchor key KSEAF’ for the current session, respectively, which is calculated as follows:
KSEAF’=KDF (KSEAF, KSEAF_FIRST, KSEAF_PRV)
Here KDF is the key derivation function

NOTE 1: In the UE side, the key KSEAF_FRIST and key KSEAF_PRV stored in the USIM or the information non-tamperable storage area; in the network side, the key KSEAF_FRIST and key KSEAF_PRV are stored in the AUSF.
NOTE 2:  For the initial authentication, KSEAF_FIRST is null and KSEAF_PRV is null.

 

X.Y.3 Evaluation
The proposed solution is evaluated as follows:

(1) Passive attacks and active attacks

The proposed scheme can defend against both passive attacks and active attacks with a remarkable high probability.  An attacker who wants to get the current session anchor key KSEAF’ has to know the first session anchor key KSEAF_FRIST and previous session anchor key KSEAF_PRV at the same time.  To get the first session anchor key KSEAF_FRIST, it requires an attacker to eavesdrop the air interface exactly when UE connects to the network for the first time. This has a small successful probability. For the previous session anchor key KSEAF_PRV, an attacker has to trace UE and wiretap at air interface continuously. Once an attacker fails to trace UE one time, he/she cannot acquire the previous session anchor key KSEAF_PRV any more since it will be updated after each successful authentication.

(2) Efficiency 
The proposed scheme is efficient because no asymmetric cryptographic algorithms are used. 
(3) Impact on the authentication protocols
The proposed scheme has no impact on the authentication protocols (5G AKA, and EAP-AKA’), because it works independently of the authentication protocols.   
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