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1	Decision/action requested
It is requested to agree to the solution proposed for the false base station detection  
2	References
[1]	3GPP TS 38.304: “NR; User Equipment (UE) procedures in idle mode and RRC Inactive state.”
[2]	3GPP TS 38.133: “NR; Requirements for support of radio resource management.”

3	Rationale
This solution, address the key Issue#2 “Security Protection of system information” and Key issue XX. The solution described below UE detection of fake base station protects security threats from the ones mentioned below
-	New fake base stations cells (i.e., not yet detected by the real base stations belonging to the same PLMN) within the area in which the victim UE is operating.
-	Smart fake base stations, which are continuously changing their signature (e.g., physical cell IDs and frequencies) and directing the victim UEs camping on them to move to the new fake cells through broadcasted cell reselection configuration in their corresponding system information messages.

4	Detailed proposal
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[bookmark: _Toc536799423][bookmark: _Toc536799475][bookmark: _Toc536799527]6.Y	Solution #Y: Cell Authenticated Access for fake base station detection
[bookmark: _Toc536799424][bookmark: _Toc536799476][bookmark: _Toc536799528]6.Y.1	Introduction
This solution, address the key Issue#2 “Security Protection of system information” and Key issue XX. The solution described below UE detection of fake base station protects security threats from the ones mentioned below
-	New fake base stations cells (i.e., not yet detected by the real base stations belonging to the same PLMN) within the area in which the victim UE is operating.
-	Smart fake base stations, which are continuously changing their signature (e.g., physical cell IDs and frequencies) and directing the victim UEs camping on them to move to the new fake cells through broadcasted cell reselection configuration in their corresponding system information messages.
[bookmark: _Toc536799425][bookmark: _Toc536799477][bookmark: _Toc536799529]6.Y.2	Solution details
6.Y.2.1 	Definitions
List of definitions used within Solution.
MAC “Message Authentication Code”: In the scope of this solution, this is referring to a group of bytes included in the cellular cell broadcast messages to be used by the UE for authentication of the cellular cell.
Cellular cell supporting authenticated access: is a cellular cell having MAC included in its corresponding broadcast messages.  
Mandatory authenticated broadcast messages: is the group of the cellular cell broadcast messages required to include the MAC if the cellular cell is supporting authenticated access feature.
Authenticated Access: is the access of a cellular cell for which Mandatory authenticated broadcast messages MACs are verified.
6.Y.2.2 	Details
Camping of the UEs on fake cellular cells (e.g., fake 4G eNBs or 5G gNBs cells) could cause serious of problems for UEs due to improper behavior that can be triggered by such cells. In this solution, the mobile network cellular cells authenticate using asymmetric/Public-key cryptography algorithms (e.g., DSA "Digital Signature Algorithm") through integrity protecting the cellular cells broadcasted messages (e.g., paging, SIBs system information broadcast messages) by message authentication code “MAC.” The cellular cell primary PLMN private key shall be used by the network to generate MAC for the cellular cells broadcasted messages.
Moreover, the cellular cell primary PLMN public key shall be used by the UEs for integrity verification of the MAC received in the cellular cells broadcast messages. The PLMN may maintain for each PLMN one or more Public-Private keys pairs. Only single Public-Private keys pair shall be active at a time per PLMN and used for the PLMN cells broadcast messages MAC generation. For UE, public-private key pair will be provisioned inside USIM. 

The gNB shall calculate the hash (F1) of the broadcast message using cryptographic hash functions. In addition to the broadcast message, different other parameters can be used as an input, e.g., Cell information like PLMN ID, Tracking Area Code, ARFCN, Cell ID, Physical Cell ID, Message transmission time, Hyper SFN, SFN, Sub-frame Slot, Start symbol, Public-Private keys pair ID. The gNB shall generate the MAC for cellular cell broadcast message using generated hash value from F1, Cellular cell primary PLMN private key. 
The UE may authenticate the cellular cell belonging to primary PLMN/operator. The authentication can be done through verifying the MAC included in the cellular cell broadcasted messages. The UE shall similarly calculate the functional block F1 to hash the broadcast message using cryptographic hash functions along with different other parameters as per above. The UE shall verify the validity of the received MAC for a cellular cell broadcast message using Generated hash value from F1, Cellular cell primary PLMN public key and MAC received in the cellular broadcast message.
Any public keys request/updates/confirm or un-authenticated access approval requests/confirm messages are exchanged with the cellular network through dedicated secure signaling messages (e.g., NAS dedicated secured messages using existing security mechanisms) to secure the validity of the network responses. 
Editor's Note: Detailed method for Update/refreshing keys from PLMN to UE is FFS. 
The UE shall limit un-authenticated access to a cellular cell to a certain guard period; if the authentication were not completed within this period, the UE would bar the cellular cell from any access. During the un-authenticated access period, the UE may limit the processing for the cellular cell broadcast messages. 
Solution provides a generic procedure through which cellular cells authentication can be performed independent the UE is accessing a cell in home or visited PLMN, if the cellular cell primary PLMN (assume VPLMN) is not known for the UE or know but not valid (i.e., authentication code verification fails), the UE shall request updated Public keys for Primary PLMN through dedicated secure NAS signaling. The PLMN may be configured each PLMN authenticated access mode. PLMN authenticated access mode can have values like “only authenticated access allowed,” “un-authenticated access approval required,” “Disable,” or any other 3GPP defined values. This configuration can be stored on the USIM or provided to the UE through a secured dedicated signaling channel. For unknown PLMNs (e.g., VPLMNs), the PLMN shall configure a default authenticated access mode.
If a PLMN authentication access mode is set to “un-authenticated access approval required,” the PLMN shall validate the cellular cell and (accept or reject) the UE un-authenticated access request through secured dedicated signaling channel. The network may configure the UE with a validity period of un-authenticated access approval. The cellular cell validation could be based on information provided by the UE like PLMN ID List, TAC,	ARFCN, Cell ID, Physical cell ID,	Neighbour cells, Cell and UE location,	Cellular cell Rx power.


Figure 6.Y.2.2-1: Un-Authenticated Access Approval Flow
 If the UE considered Authenticated Access is required for a selected or reselected cellular cell, the UE should perform the following until the cellular cell authentication is complete.
· Shall limit the cellular cell access by the un-authenticated access guard period.
· May not react on any information received from the cellular cell broadcast messages
The UE shall consider the cellular cell authentication fails and bars the cell from any access if any of the following conditions satisfied:
· 
If the cellular cell does not support authenticated access and the cellular cell primary PLMN Authenticated Access mode is configured as “only authenticated access allowed” as shown in Figure 6.Y.2.2-2. 

Figure 6.Y.2.2-2: Cellular Cell not supporting Authenticated Access 
· If the cellular cell does not support authenticated access and the cellular cell primary PLMN Authenticated Access mode is configured as “un-authenticated access approval required” and the PLMN approval not received from the PLMN within un-authenticated access guard period.
· 
If the cellular cell does not support authenticated access and the cellular cell primary PLMN Authenticated Access mode is configured as “un-authenticated access approval required” and the PLMN approval received from the PLMN with reject.as shown in Figure 6.Y.2.2-3.

Figure 6.Y.2.2-3: Cellular Cell not supporting Authenticated Access – Primary PLMN Authenticated Access mode “Un-authenticated access approval required” – Rejected
· If the cellular cell does support authenticated access and any of the cellular cell mandatory broadcast messages are not successfully verified within un-authenticated access guard period.
· If the cellular cell does support authenticated access and public-private keys pairs update procedure fails.
If the cellular cell does support authenticated access feature and the cellular cell primary PLMN active public-private key pair ID is available in the UE and the MAC verification succeeded for the cellular cell mandatory broadcast messages, the UE may consider the cellular cell authentication is completed successfully.
In proposed solution replay attack is avoided by including message transmission time (e.g., for LTE Hyper SFN, SFN, Subframe, Slot, start OFDMA symbol) as an input in authentication code generation process. Accordingly, sending the same message content twice would need to have different message authentication codes. Also, it is also considered that the network shall periodically update Public-Private key pairs to avoid transmission time roll-over.
[bookmark: _Toc536799426][bookmark: _Toc536799478][bookmark: _Toc536799530]6.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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