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1
Decision/action requested

This pCR proposes a solution for KI#1 to protect RRCResume against MiTM to TR33.809.
2
References

[1]
3GPP TR 33.809 V0.2.0, Study on 5G security enhancements against false base stations
[2]
3GPP TS 38.331 V15.3.0, NR Radio Resource Control (RRC)
[3]
3GPP TS 36.331 V15.4.0, E-UTRA Radio Resource Control (RRC)
[4]
S3-190669, New requirement against tampering of RRCResumeRequest, SA3#94 ad-hoc

3
Rationale

Currently, KI#1 “Security of unprotected unicast messages“ as in TR33.809 [1] mention several unicast messages that are not protected as a justification for protecting all possible RRC/NAS unicast messages in order to avoid and prevet a false bases station to exploit such vulnerabilities in launching an attack either on the network or the UE. 

Although, RRCResumeRequest message is sent over SRB0 which does not support neither integrity protection nor encryption, yet a token mechanism has been used to provide some integrity to the RRCResumeRequest message as described in TS38.331 [2]. In addition, according to TS38.331 [2] specification, the resume cause is being used to indicate the reason for the UE to initiate the RRC Resume procedure. Historically, in EPS 36.331 [3] this resumecause was used to indicate reason for the UE resume and eventually all resumecause values allow the UE to get to connected state. However, in NR [2] resumecause is also being used to indicate RANU which usually sends the UE back to INACTIVE state.
Since the resumecause field in the RRCResumeRequest message is not protected by the ResumeMAC-I, a MiTM attack is possible by changing the resumecause from “emergency” to “RNAU”, for example, and create adenial of service to the UE by sending the UE to INACTIVE state while UE is trying to establish an emergency call.

This solution propose that in order to protect the RRCResumeRequest message from tampering and MiTM attack, the resumecause field need to be one of the input parameters when calculating the ResumeMAC-I.

RRC-Resume-Request
= ResumeMAC-Input “Source (C-RNTI+PCI) + Target Cell ID + ResumeCause”

SA3 is kindly requested to approve this solution into TR33.809.

4
Detailed proposal
**** Start of pCR to TR 33.809****
6.Y Solution Y: Protecting RRCResumeRequest against MiTM
6.Y.1
Introduction 
This solution addresses the following key issues:

-
Key issue #1: The 5G system shall have support for protection against tampering of RRCResumeRequest message.[4]
The solution provides a mechanism to protect the RRCResumeRequest message from tampering with the resumecause field and against MiTM attack.
6.Y.2
Solution Details
When the UE initiates the RRC Resume procedure, the UE shall use the resumecause field value as an input parameter when calculating the ResumeMAC-I as indicated below.

 RRC-Resume-Request
= ResumeMAC-Input “Source (C-RNTI+PCI) + Target Cell ID + resumecause”

When the new gNB receives RRCResumeRequest message, the new gNB shall include the resumecause field value in addition to the I-RNTI and PCI in the RETRIEVE UE CONTEXT REQUEST message to the old gNB. 
When the old gNB validates the ResumeMAC-I, the old gNB shall calculate the ResumeMAC-I as the way the UE calculated it by also including the resumecause field value as an input to the ResumeMAC-Input.
6.Y.3
Evaluation 
TBA.

**** END OF CHANGES ****
