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1
Decision/action requested

This pCR proposes a false base station detection solution when UE in RRC-IDLE & RRC-INACTIVE to TR33.809.
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Rationale

This proposal provides a solution to help detecting the false base station when the UE in RRC-IDLE & RRC-INACTIVE.
When the UE in RRC-IDLE & RRC-INACTIVE, if the UE reselects to camp on a cell of false base station, the UE would suffer some attacks. The UE can get all the system informations of the camped false cell, and collect the signalling behaviour of the camped false cell [2], [3]. These informations are useful for the detection of the false base station. 
Usually, the system information of a cell is too large, the false base station may not be able spoof all the system information of the real base station. Thus, if the UE can calculate the HASHes of the received MIB and SIBs from the camped cells, and add the HASHes and the recorded time to the logged MR, then the UE can report the logged MR at a later time when connected to a genuine base station after AS security activation. The genuine base station can either communicate with the real base stations in the area or have access to a data base in the network to verify the recived HASHes, and decide whether the reported cell is a true or false cell.
In addition, the attack behaviours from the false base station are usually happen before the AS security activation; for example, successive AuthenticaitonRequest, successive paging, successive unprotected TAUReject. These abnormal behaviours of the false cell can be used to help detecting a false base station. In other words, if many UEs recorded the same abnormal behaviour of the same cell, the network can with more confidence conclude the reported cell is false. 
4
Detailed proposal
**** Start of pCR to TR 33.809****
6.Y Solution #Y: Measurement report enhancement when UE in RRC-IDLE & RRC-INACTIVE  
6.Y.1
Introduction  

This solution address the first security requirement in key issue #3 by helping the network to detect the presence of false base stations in nearby areas. This can be achieved by enhancing the content of the measurement report with information collected by the UE when the UE is in RRC-IDLE and RRC-INACTIVE. 

6.Y.2
Solution details  
When the UE in RRC-IDLE or RRC-INACTIVE, if the UE reselects a cell of another base station, the UE should:

· Calculate the HASHs of the received MIB and SIBs from the camped cells, and add the HASHs (Hash of MIB, hash of each SIB) and the recorded time to the logged MR. 
· Record the behaivor of the camped cell, e.g., successive paging, successive AuthenticaitonRequest, successive TAUReject, and so on.
Editor’s Note: the hash algorithm used by the UE and the network is ffs.

After the UE connect to a genuine base station and have the AS security activated, the UE should report the logged MR, including the above information of a camped cell.

The network shall verify and compare the reported HASHs of the camped cell, using the same hash algorithm used in the UE, with the real base station(s) in the nearby area in the network.  

If the HASHs do not match any of the network nearby real base stations, the network can consider the reported behaivor of the cell as a factor to detect the presence of the false base station.

6.Y.3
Evaluation 
TBA.
**** END OF CHANGES ****
