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1
Decision/action requested

This pCR proposes a solution on paging message protection to TR33.809.
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Rationale

This proposal provides a solution to protect the incoming services paging messages from being forged.
For the incoming sevices scenario, the paging message always carries the called UE ID. The CN-initiated paging message carries 5G-S-TMSI [3], the RAN-initiated paging message carries the I-RNTI [5].
The UE monitors the paging channels, if the ue-Identity included in the paging message on the radio interface matches the stored 5G-S-TMSI/I-RNTI, the UE responds to the paging by performing a Service Request procedure. Therefore, it’s important to protect the UE ID in the paging message from being forged, tamperd and/or replayed.
This solution reuses the NAS security context stored in AMF and AS security context stored in the serving NG-RAN node to protect the CN-initiated paging message and the RAN-initiated paging message, respectively.
4
Detailed proposal
**** Start of pCR to TR 33.809****
6.Y Solution #Y: Protection for paging messages 
6.Y.1
Introduction  

This solution addresses the security requirement in key issue #x[6] for the incoming services paging messages. 
6.Y.2
Solution details  
Case 1: CN-initiated paging protection
In this case, the paging message is intiated by the AMF, and the AMF has the UE context including the NAS security context. In this scenario, reusing the AMF stored KNASint and the integrity algorithm to calculate the MAC-I with the input of 5G-S-TMSI and a refresh parameter.
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Figure 1 CN-initiated paging protection
1. AMF shall calculate the MAC-I with the input of 5G-S-TMSI and CN-refresh, using the stored KNASint and the integrity algorithm. The paging message initiated by the AMF includes the MAC-I and the CN-refresh. 
2. The NG-RAN Node transfers the 5G-S-TMSI, CN-refresh and the MAC-I with the radio interface paging message to UE.

3. The UE monitors the paging channles. If the UE ID in the paging message is same with the stored 5G-S-TMSI, then the UE checks the CN- refresh and validates the MAC-I with the stored KNASint and the integrity algorithm, if the CN-refresh is fresh and the MAC-I is true, then the UE initates the service request procedure.
Case2: RAN-initiated paging protection

In this case, the RAN paging message is intiated by the latest serving NG-RAN node. In this scenario, the serving NG-RAN node use the KRRC-int and the integrity algorithm stored in the UE AS security context to calculate the R-MAC-I with the input of I-RNTI and RAN-refresh. 
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Figure 2 RAN-initiated paging protection
1. The serving NG-RAN node shall calculate the R-MAC-I with the input of I-RNTI and RAN- refresh, using the KRRC-int and the integrity algorithm stored in the UE AS security context. The RAN paging message initiated by the serving NG-RAN node includes the R-MAC-I and the RAN- refresh. 

2. The NG-RAN Node2 transfers the I-RNTI, RAN-refresh and the R-MAC-I with the radio interface paging message to UE. 
The serving NG-RAN node also broadcasts the paging message with I-RNTI, RAN-refresh and R-MAC-I on the radio interface of the intra-node cells. 
3. The UE monitors the paging channles. If the UE ID in the paging message is same with the stored I-RNTI, then the UE checks the RAN- refresh and validates the R-MAC-I with the stored KRRC-int and the integrity algorithm, if the RAN-refresh is fresh and the R-MAC-I is true, then the UE initates the RRC resume procedure and starts service request procedure.
6.Y.3
Evaluation 
This solution utilizes the content of the current UE NAS and UE AS security context.

This solution introduces an effecient method to integrity and replay protect the CN-initiated and NG-RAN-initiated paging messages.
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