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1
Decision/action requested

This contribution corrects some editorial issues in TR 33.853 Ver0.1.0.
2
References

[1]
S3-190550, TR 33.853, Ver.0.1.0
3
Rationale

This contribution makes some editorial corrections to the latest verison of TR 33.853 (v0.1.0) out of SA3 #94 (Jan 2019, Kochi).
4
Detailed proposal

.
**** START OF CHANGES ****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TR 38.801: "Study on new radio access technology: Radio access architecture and interfaces"
[x]
3GPP TS 33.401: "5G System Architecture Evolution (SAE); Security architecture".

[y]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
**** NEXT CHANGE ****

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].


AN
Access Network
AS
Access Stratum

CP
Control Plane
EN-DC
eUTRA-NR Dual Connectivity
EPS
Evolved Packet System

eUTRA
evolved Universal Terrestrial Radio Access
IP
Integrity Protection

NR
New Radio (5G)
RAT
Radio Access Technology
SMC
Security Mode Command
UE
User Equipment
UP
User Plane
**** NEXT CHANGE ****

5
Key Issues

5.1
Key Issue 1: UP integrity activation in EPS

5.1.1
Issue description

In the 5G system, as specified in TS 33.501 [y], UP security activation is separate from CP security activation and is based on a UP policy sent by the core network. In EPS, as specified in TS 33.401 [x], UP and CP AS security are activated simultaneously by the AS SMC.

For the introduction of UP integrity in EPS, it needs to be specified how UP integrity is activated in a secure way.

5.1.2
Network options affected
This key issue is applicable to the following network options:

- Option 1 - eUTRA with EPC

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

5.1.3
Threat description

-
If UP integrity activation is not secure, a man-in-the-middle could deceive the UE into sending UP traffic unprotected that is supposed to be protected.

5.1.4
Security requirements 

-
The system shall support secure activation of UP integrity.

5.2
Key Issue #2: Secure negotiation of integrity protection support in EPS

5.2.1
Issue description

Integrity protection for the user plane is not supported in EPS according to TS 33.401 [x]. Neither it is possible to introduce it in a backward-compatible way. Therefore, to introduce such feature, it must be considered that upgraded entities (network nodes or UEs) supporting the feature will coexist and interact with legacy ones for a long period of time. It is then expected that the network and the UE must be able to negotiate the support of such feature to be able to activate it in the first place. If this feature is not securely negotiated, a man-in-the-middle can deceive the network into not activating the feature. In other terms, the feature would be vulnerable to bidding-down attacks.
5.2.2
Network options affected

This key issue is applicable to the following network options:

- Option 1 - eUTRA with EPC

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT
5.2.3
Threat description

In case the negotiation of the user plane integrity protection feature is not secure, a man-in-the-middle could deceive the network into not activating the feature.
5.2.4
Security requirements 

The system shall support a secure negotiation of the user plane integrity protection feature while maintaining backward compatibility.

**** END OF CHANGES ****

