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Decision/action requested

A new key issue on the lack of user plane integrity protection and a new solution to this is proposed to TR 33.853 [1].
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3GPP TR 33.853: "Technical report on key issues and potential solutions for Integrity protection of the User Plane", S3-190014
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S3-172095: Study on the security aspects of the next generation system (Release 14)
[3]
3GPP TR 33.863: "Study on battery efficient security for very low throughput Machine Type Communication (MTC) devices".
3
Rationale

Excerpt from [1]:
"

5.1.3.3
Key Issue #1.3: User plane integrity between UE and network

5.1.3.3.1
Key issue details

Legacy GSM/GPRS security provides no explicit integrity protection of either user plane data or control plane data.  User plane data is (in most countries) encrypted, but this still provides very limited protection against a Man-In-The-Middle attacker changing that data en route, because encryption is linear (a stream cipher) and any checksums are also linear.  UMTS and LTE include cryptographic integrity protection of most of the signalling messages, but not for user plane data. For the IoT-tailored GPRS (‘Enhanced-Coverage GSM’, 3GPP Release-13), however, user plane integrity protection was added, partly due to different security threats for user plane data for IoT compared for the human usage for which GSM-LTE were mainly tailored.

If data integrity is needed, it may be enforced at the transport or application layer (typically also with additional encryption).  In this case the security endpoints will align with the service endpoints – typically either a server on the internet or (for phone calls, messages etc) another device.  Adding another layer of integrity on the radio interface serves little purpose as far as protecting the traffic is concerned (although it may serve a purpose for overall system security assurance).

However, there may be cases in which transport or application security conflict with performance constraints (latency, battery life), and bearer level integrity provides a useful compromise (as considered in 3GPP TR 33.863 [3], for instance).

There is also a risk of a session as a whole being hijacked, and used to insert quantities of rogue data into a mobile connection (either to increase subscriber bills, or to waste resources carrying the data to the service end-point, where it will be rejected anyway).

The use of Message Authentication Codes is only appropriate for packets that should be received 100% correctly (after any error correction).  Bit errors are common in cellular transmissions.  Some user plane traffic is still valuable when received with a few bit errors, and should not be rejected just because one or two bits are wrong; voice and video codecs tend to be error tolerant, for instance, or else there may be error correction at a higher layer.

"

Example attack (mis-) using the above issue: aLTEr attack, see
https://www.theregister.co.uk/2018/06/29/4g_security/
https://alter-attack.net/
4
Detailed proposal

It is proposed to approve the changes below for inclusion in TR 33.853 [1].
***
BEGIN CHANGES
***

5.x
Key Issue #x: User plane integrity between UE and network
5.x.1
Issue description
Legacy GSM/GPRS security provides no explicit integrity protection of either user plane data or control plane data.  User plane data is (in most countries) encrypted, but this still provides very limited protection against a Man-In-The-Middle attacker changing that data en route, because encryption is linear (a stream cipher) and any checksums are also linear.  UMTS and LTE include cryptographic integrity protection of most of the signalling messages, but not for user plane data. For the IoT-tailored GPRS (‘Enhanced-Coverage GSM’, 3GPP Release-13), however, user plane integrity protection was added, partly due to different security threats for user plane data for IoT compared for the human usage for which GSM-LTE were mainly tailored.

If data integrity is needed, it may be enforced at the transport or application layer (typically also with additional encryption).  In this case the security endpoints will align with the service endpoints – typically either a server on the internet or (for phone calls, messages etc) another device.  Adding another layer of integrity on the radio interface serves little purpose as far as protecting the traffic is concerned (although it may serve a purpose for overall system security assurance).

However, there may be cases in which transport or application security conflict with performance constraints (latency, battery life), and bearer level integrity provides a useful compromise (as considered in 3GPP TR 33.863 [3], for instance).

There is also a risk of a session as a whole being hijacked, and used to insert quantities of rogue data into a mobile connection (either to increase subscriber bills, or to waste resources carrying the data to the service end-point, where it will be rejected anyway).

The use of Message Authentication Codes is only appropriate for packets that should be received 100% correctly (after any error correction).  Bit errors are common in cellular transmissions.  Some user plane traffic is still valuable when received with a few bit errors, and should not be rejected just because one or two bits are wrong; voice and video codecs tend to be error tolerant, for instance, or else there may be error correction at a higher layer.

Example attack (mis-) using the above issue: aLTEr attack, see

https://www.theregister.co.uk/2018/06/29/4g_security/
https://alter-attack.net/
5.x.2
Network options affected
This key issue is applicable to the following network options:

- Option 2 - NR standalone with 5G Core

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)
5.x.3
Threat description

Not having integrity protection on the user plane in the link layer makes the system vulnerable to

· a man-in-the-middle changing packets between UE and eNodeB,
· replay attacks using packets between UE and eNodeB,
· fake or forged packets inserted by an attacker  between UE and eNodeB (e.g. for a DDOS attack).
Packets taken part in these attacks are not detected by UEs or eNodeBs as such and will be transported to their end-points. These packets may then be detected by the end-to-end cryptographic protection if that is used, but then the unnecessary transport to the end-point still has wasted system and core network resources.
5.x.4
Security requirements 

The system shall support user plane integrity protection on the link layer. 
*** NEXT CHANGE ***
6.x
Solution #x: Zero-overhead user plane integrity protection on the link layer
6.x.1
Introduction

This solution addresses the key issue #x "User plane integrity between UE and network".
The proposal is to use a cryptographic CRC instead of the regular CRC in Transport Blocks on the user plane.
This solution reduces the overhead of  integrity protection to ZERO.
The effective user data throughput remains the same as without the integrity protection.
The error behaviour of the Link layer remains exactly the same as without the proposed integrity protection. 
Some background

· A Transport Block is defined as the basic data unit exchanged between L1 and MAC.  An equivalent term for Transport Block is "MAC PDU".

· Each Transport Block has a CRC over the total TB. Most TBs, including User Data TBs, have a 24-bit CRC.

· Transport Blocks are subdivided in Code Blocks if larger than 6144 bit. Each CB has its own 24-bit CRC.

· A Resource Block pair is the unit for the scheduling of resources by the base station.

· One Resource Block consists of 12 successive OFDM sub-carriers in frequency and one slot of 0.5 millisecond in time

(72 or 84 OFDM symbols per RB of 1 to 10-bit each.

· A Resource Block pair consists of the two successive RBs in the two successive slots of a subframe of 1 millisecond.

· If a Transport Block is larger than a Resource Block pair, more RB pairs are added in the frequency direction.

( Each TB is limited to a subframe of 1 millisecond.

· TBs with an incorrect CRC are discarded by the receiver and a retransmission is requested (Hybrid Automatic Repeat-Request (HARQ)).

· An LTE frame consists of 10 subframes.
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Figure 6.z.2-2 LTE packet structure relating PDCP packets to Transport Blocks

6.x.2
Network options affected
This solution is applicable to the following network options:

- Option 2 - NR standalone with 5G Core

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)
6.x.3
Solution Description

It is proposed to use a cryptographic version of the CRC in every user Transport Block.

This can be achieved by replacing the 24-bit CRCs in a Transport block by 24-bit CRC's as computed by

CRC' = truncate { 24, HMAC( K, CRC | TransportBlockID) }
or

CRC' = truncate { 24, Encrypt( K, CRC | TransportBlockID) }
In addition, the CRCs of the Code Blocks inside a TB may also be replaced by their cryptographic versions.

Encryption requires probably less effort than HMAC. A truncated encryption is OK, because there is no decryption required, only checking whether truncated encryptions are the same or not.
The TransportBlockID is used to prevent an attacker to collect entries for a CRC -> CRC' dictionary.

Requirements for the TransportBlockID are the following two.
1. TransportBlockID should be different for different slots or subframes.

2. TransportBlockID should be different for TBs of the same user in the same slot or subframe.

Candidates for requirement 1 that are simple to retrieve by both UE and eNodeB may be
· the subframe number ( 0 – 9) that the TB starts in,

· the System Frame Number (SFN) (0 – 1023) that the TB starts in (repeats every 10.24 seconds) ,

· the hyper-SFN (HSFN) (0 – 1023) that the TB starts in (repeats about every 3hours),

· 
a new sequence number similar to the hyper-SFN (HSFN) and made available in a system message to all devices in a cell similar to the way the HSFN or the SFN is made known (HSFN + 11 extra bits leads to a roll-over every 1.4 year),

· the length of the TB,

· the slot number (0 or 1) of the slot the TB starts in (?),

· etc.

Candidates for requirement 2 that are simple to retrieve by both UE and eNodeB may be
· indication of uplink or downlink bit,

· indication whether the CRC/CRC' is for the entire TB or for a Code Block (sub part of TB with its own CRC),

· CB number in case the CRC/CRC' is for a CB,

· indication whether the TB is the first (0) or second (1) TB to/from a device in this subframe,

· lowest (or highest) frequency of all sub carriers used for the entire TB,

· number of subcarriers and/or Resource Blocks used for the entire TB,

· number of the spatial stream or the antenna port number in case of spatial multiplexing,

· carrier indicator indicating the carrier this TB is transferred on in case of carrier aggregation,

· PLMN ID, or Cell Identity,

· Evolved Cell Global Identifier = PLMN ID concatenated with the Cell Identity,

· physical layer cell identity (0 – 503),

· base station name (eNodeB name) as transmitted in the System Information Block 9 (SIB9),

· etc.

6.x.4
Solution Evaluation
The advantages of this solution are the following.

· 
Exactly the same Transport Block fields and size; only the CRCs are computed differently, therefore ZERO overhead.
· 
Exactly the same error behaviour as when using the conventional CRC.

· 
Attacker has a 1 in 16 million probability of forging a correct Transport Block and even much less if the TB contains more than one Code Block with the proposed cryptographic CRC.

· Provides defence against replay attacks,
· 
1 in 16 million or less probability that a captured, correct TB from a slot or subframe is accepted by the receiver when inserted in another subframe or in the same subframe on other OFDM carriers, or when used in the time-frequency grid of another eNodeB.

· Provides defence against attacks altering the content,
· 
1 in 16 million or less probability that a captured, correct TB from a slot or subframe with changed content but with the same CRC is accepted by the receiver when inserted in another subframe or in the same subframe on other OFDM carriers, or when used in the time-frequency grid of another eNodeB.

· Provides defence against DDOS attacks,
· 
1 in 16 million or less probability that a forged TB or even any captured, correct TB is accepted by the receiver for further processing in the UE or for admission on the core network when inserted in another subframe or in the same subframe on other OFDM carriers, or when used in the time-frequency grid of another eNodeB.

The solution requires the following.
· 
CRC' computation requires an extra cryptographic operation on top of the regular CRC computation.

· 
A new key per user for the cryptographic CRC is required.

· 
Some extra bits are required to extend the System Frame Number (SFN) (0 – 1023) or the hyper-SFN (HSFN) (0 – 1023)  with, so the TransportBlockID rolls over after a long enough period for rekeying. The HSFN rolls over every 3 hours, so extending this with e.g. 11 bits leads to a roll-over every 1.4 year. These extra bits may be transmitted in any of the System Information Blocks or in a newly defined SIB. 
· 
Agreement and signalling are required between UE and eNodeB that the cryptographic CRC is used instead of the regular CRC.
***
END OF CHANGES
***

