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1
Decision/action requested

This contribution proposes a new KI for eV2X TR.
2
References

[1]
3GPP TR 23.786: "Study on architecture enhancement for EPS and 5G System to support advanced V2X services".
[2]
3GPP TR 22.886: "Study on enhancement of 3GPP Support for 5G V2X Services".
[3]
3GPP TS 22.185: "Service requirements for V2X services; Stage 1".
[4]
3GPP TS 22.186: "Enhancement of 3GPP support for V2X scenarios; Stage 1".

3
Rationale

TR 23.786 [1] is introducing new key issues and enhancements to support advanced V2X services identified in TR 22.886 [2] based on vehicular services requirements defined in TS 22.185 [3] and TS 22.186 [4]. 

In particular, KI#9 from TR 23.786 [1] is looking at the support of multicast for sensor sharing over PC5, and more specifically the following: 
 -
How an interactive, e.g. request and response based, data delivery mechanism can assist the efficient delivery of data to satisfy eV2X use cases.

-
If any V2X layer signalling is required.

-
What information needs to be exchanged to enable the AS layer to configure the corresponding transmission and reception.

Solution #11 in TR 23.786 [1] has been selected as a baseline for normative work. It is addressing unicast or multicast for eV2X communication over PC5 reference point and in particular, the following aspects:
-
Signalling protocol to support unicast/multicast communication;

-
Security associations;

-
Procedures for the link establishment and maintenance.

This contribution proposes a new Key Issue for eV2X TR aiming to identify specific issues related to the security of the eV2X unicast L2 link setup procedure and security association establishment using SA2 adopted Solution #11 in TR 23.786 as a baseline.

4
Detailed proposal

It is proposed to approve the following changes for inclusion in eV2X TR.







***
BEGIN OF CHANGES
***

5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
5.c
Key Issue #c: Security for eV2X unicast messages over PC5.
5.c.1
Key issue details 

KI#9 from TR 23.786 [xx] describes security association establishment for unicast/multicast for sensor sharing over PC5.
The Solution #11 [xx], adopted as a baseline for normative work, introduces a new V2X Service oriented L2 link establishment procedure. In this procedure, the initiating UE broadcasts a Direct Communication Request message specifying the V2X Service requesting layer 2 link establishment. All UEs receiving this message and interested in that V2X service reply with a Direct Communication Accept message to establish a unicast communication and associated security association for that unicast link. 
Another “UE Oriented  L2 link establishment” procedure is specified in Solution#11. In this procedure, the initiating UE broadcasts a Direct Communication Request message which includes the upper layer identifier of a peer UE and source L2 ID of the initiating UE. If the peer UE decides to respond to the request, it replies with a unicast Direct Communication Accept message using its L2 ID as the source L2 ID and the initiating UE L2 ID as the destination L2 ID.
It is assumed in Solution #11 Clause 6.11.2.4 TR 23.786 [xx]  that secure L2 link establishment as defined for ProSe one-to-one communications in TS 33.303 [yy] is reused. Potential enhancements to the protocol may be needed in order to possibly make use of the certificates available in the UE within the V2X communication context. 
The protocol for one-to-one link establishment defined for ProSe in TS 23.303 [zz] is based on the initiating UE sending the Direct Communication Request over unicast message to a peer UE. An adjustement to the L2 secure link establishment protocol may be needed in order to support the link setup procedure based on an initial broadcast from the initiating UE.
5.c.2
Security threats

An adversary that is capable of breaking into signaling exchange between the parties during link establishment as defined in the Solution #11 of TR 23.786 [1] can eavesdrop on signalling or subsequent data traffic, attack integrity of signalling, or usurp the identity of one or more of the participants e.g. initiating UE or one of the peer UEs. 
5.c.3
Potential security requirements

The initiating UE shall establish a different security context for each peer UEs during the V2X unicast link establishment.
NOTE: The potential requirement above is analogous to the corresponding PROSE requirement.

V2X unicast link security establishment between the initiating UE and each peer UE shall be protected from man-in-the-middle attacks. 
Signaling that is used for V2X unicast L2 link establishment shall to be integrity and replay protected.
 Signaling that is used for V2X unicast L2 link establishment may be confidentiality protected.
***
END OF CHANGES
***



