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1
Decision/action requested

SA3 is kindly asked to approve of the below key issue related to eSBA.
2
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Rationale

Since a Rel-16 5GC is intended to support both direct communication as well as indirect communication via an SFSF, the basic security requirements of these deployment option need to be aligned to support consistent protection of intra-PLMN traffic. The key issue described below establishes the need for SFSF support for confidentiality, integrity and replay protection.
4
Detailed proposal

*** 1st change ***
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*** 2nd change ***
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].


SeCoP


Service Communication Proxy
*** 3rd change ***

4.1.X
Key Issue #X: Secure message transport via the SeCoP
4.1.X.1
Issue description

As of 3GPP Rel-16, 5GC not only supports direct communication between N(R)Fs within a single PLMN, but also indirect communication via a Service Communication Proxy (SeCoP). According to TR 23.742 [17], this SeCoP: "should support [to] protect the integrity and confidentiality of the communication."
In order to offer a similar level of protection as in the case of direct communication that is secured by TLS, the SeCoP is required to support replay protection as well. As an entity sitting between two NFs, the SeCoP must protect integrity protection, confidentiality protection and replay protection of communication between NFs.
4.1.X.2
Threat description
A lack of confidentiality protection by the SeCoP may lead to leakage of sensitive information.
A lack of integrity protection by the SeCoP may lead to unnoticed modification of information in transit.
A lack of replay protection by the SeCoP may lead to several negative impacts as a result of replay attacks, such as theft of service, leakage of sensitive information, or loss of control.
4.1.X.3
Potential security requirements

The 5G system shall support confidentiality and integrity protection as well as replay protection of transferred messages for indirect communication.
