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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction
Editor’s Note: This clause contains some background information for the study. 

The present document uses the term "false base station" in general to denote wireless devices that impersonate genuine base stations. 

False base stations are also popularly known as IMSI catchers. While one of their initial attacks was to catch subscribers' IMSIs, more advancements have happened since - not only to the false base stations technologies, but also to the mobile network security. 

Today, the capabilities of false base stations vary depending upon whether the mobile network is GPRS, UMTS, LTE, or 5G. The 5G system in particular has already made significant improvements to combat false base stations, the improvements like SUPI concealment, guaranteed GUTI refreshment, protected redirections, and a general informative detection framework. There are also other security features that the 5G security inherited from earlier generations like mutual authentication between UE and network, integrity protected signalling, and secure algorithm negotiations.

Some of the security solutions, constraints, and requirements studied in 3GPP TR 33.969 "Study on Security aspects of Public Warning System (PWS)"[3] may also be useful when considering security enhancement against false base stations specifically, the protection of the System Information (SI) broadcasts used for the PWS warning messages.      
1
Scope

Study the potential threats and privacy issues associated with false base station scenarios.
Identify the potential solutions for mitigating the risks caused by false base station.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 38.331: "NR; Radio Resource Control (RRC); Protocol specification". 

[3]
3GPP TR 33.969: "Study on security aspects of Public Warning System (PWS)".

[4]
Void
[5]
Altaf Shaik, Ravishankar Borgaonkar, Shinjo Park, and Jean-Pierre Seifert. 2018. On the Impact of Rogue Base Stations in 4G/LTE Self Organizing Networks. In Proceedings of the 11th ACM Conference on Security & Privacy in Wireless and Mobile Networks (WiSec '18). ACM, New York, NY, USA, 75-86. DOI: https://doi.org/10.1145/3212480.3212497
[6]
3GPP TR 28.861: "Telecommunication management; Study on the Self-Organizing Networks (SON) for 5G networks"
[7]        
3GPP TS 33.501: “Security architecture and procedures for 5G system”  
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

4
Security overview of 5G system against false base stations
Editor’s Note: This clause contains a high-level overview of the 5GFBS features, the security aspects and the potential impacts on the current Rel-15 security mechanisms.
The present document investigates key-issues and solutions that will potentially enhance 5G system's resistance to false base stations even further. The 5GC and NR/gNB are in the scope of the present document, and E-UTRA/ng-eNB is out of the scope.

The key-issues and solutions in the present document should state which of the following security and privacy areas they address:

#1
DoS attack on UE: attempts to hinder the UEs' access to the network.

#2
DoS attack on network: attempts to hinder the network's ability to provide services to the UEs.

#3
Rogue services: attempts to deliver unathorized or unsolicited services (e.g., SMS and calls) to the UEs.

#4
Subscriber privacy attack: attempts to identify subscriptions or trace the UEs.

Editor's Note: The above security and privacy areas list is preliminary, therefore non-exhaustive and subject to change.
5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
5.1
Key Issue #1: Security of unprotected unicast messages
5.1.1
Key issue details

This key issue covers both the uplink and downlink unicast message which could be sent unprotected. An example of unprotected uplink message is RRC UECapabilityInformation, and examples of unprotected downlink messages are RRC UECapabilityEnquiry, and REJECTs in RRC/NAS layers.

In current 3GPP standards, it has been a design choice to allow RRC UECapabilityEnquiry and RRC UECapabilityInformations messages to be sent unprotected "before" AS security activation. The reason for allowing that is to enable the network to do early optimization for better service/connectivity. It means that during the RRC connection, the gNB in theory could send UECapabilityEnquiry to ask for UE’s AS capability, and UE would then send UECapabilityInformation to gNB before AS SMC procedure. The false base station could behave as a man-in-the-middle and catch the UECapabilityInformation over-the-air. After that, the false base station could modify the value in this message to lower capability level and forward it to the real gNB, causing the UE to only operate with limited radio capability. It should be appreciated that security capabilities are protected from bidding down attack. And it is not certain if the bidding down of radio capabilities cause serious threat. However, it is only prudent to investigate if and how any protection mechanisms are to be introduced.

Another message to be considered are REJECT messages (in RRC and NAS layer) that the network can send to UEs without security protection. Even when the UE is in the RRC_INACTIVE state, while the gNB and the UE continue to maintain the UE 5G AS security context, the RRC REJECT message is sent to the UEs without security protection.Depending upon the type and content of REJECT messages, UEs could potentially be out of service for some time. The REJECT messages serve a very important function in cellular network, i.e., to maintain the availability of the system to the already connected UEs. It has been a design choice, based on risk analysis, to achieve availability that the REJECT messages are not protected. Nevertheless, the design has included some security features that combat rogue REJECTs from unauthorized entries like false base stations. An example of such a security feature is - carefully selected wait timers which gives an opportunity to UEs to recover and avoid lock-outs. It is also important to notice that it is extremely impractical for an attacker to have massive-scale effect using rogue REJECTs. Normally, the effect is to a target UE or few UEs in a cell. 

Another message to be considered RRCResumeRequest message. Currently, resumecause field in the RRCResumeRequest message is not protected by the ResumeMAC-I token. This means that the integrity of the resumecause field in the RRCResumeRequest message is not provided nor integrity protected. Therefore, A MiTM attack by a false base station is possible by modify the resumecause from one value to another. This attack could reduce the type of service offered by the network to the UE. In addition, since in 5G, “ran update” was added as another value of the resumecause field, if an attacker modify the resumecause field value from “emergency” to “ran update”, the network will not be able to detect the tampering and not only that but the network will immediately send the UE back to INACTIVE while the UE is waiting to establish an emergency call, for example.

In addition, in the case when the UE initiates RRC Resume procedure, the UE sends RRCResumeRequest which include ResumeMAC-I that is based on the old Krrcint and it include the I-RNTI amongst other parametrs. If the new gNB is busy, it usually sends RRCReject with a waittimer. When the UE receives the RRCReject message, it goes back to INACTIVE and retry one more time after the waittimer expires. When the UE retries, it is supposed to use the same I-RNTI and the same old Krrcint key. This means that the second RRCResumeRequest message is exactly the same as the original one before the RRCReject.

Thus, a MiTM false base station that is able to capture the first RRCResumeRequest message can possibly send the message to the new gNB before the UE waittimer expires and the old gNB will successfully validate the ResumeMAC-I as a valid one and will transfer the UE context to the new gNB. If the UE tries the resume procedure once again, the new target gNB will fail to allocate the UE context and thus the resume procedure will fail.

Therefore, it is important that the 5G system support a mechnaims that avoid the replay of RRCResumeRequest message after the UE receives an RRCReject.

It still is prudent to investigate further potential enhancements to the security features. 

Therefore, this key issue is about investigating if and how further security features could be augmented in the system so that the risk caused by the unicast messages could be even further minimized.
5.1.2
Security threats

Lack of security for unprotected unicast messages could potentially have following impacts in some cases:
-
DoS attack on UE

- 
Limited network service.

Editor’s Note:
The security threats needs to be updated for the RRCResumeRequest message case.
5.1.3
Potential security requirements

The 5G system shall have support for protection against tampering of RRC UECapabilityInformation messages.
The 5G system should provide a means to ensure that a UE is able to determine the authenticity of the RRC Reject message from the gNB, regardless of RRC states.
The 5G system shall have support for protection against replay of RRCResumeRequest message to avoid creating an out of synch state between the UE and the network.
The 5G system shall have support for protection against tampering of RRCResumeRequest message.

Editor’s Note: All the security requirements for RRCResumeRequest message needs to be aligned with the security threat.
Editor’s Note: Requirements on other messages are FFS.

NOTE:
Since "unicast message" is a broad term, requirements in this clause have to specify which layer (RRC or NAS) and which particular messages are meant. It is so because threat and complexity of solution are more than likely to be very different for different messages.


5.2
Key Issue #2: Security protection of system information
5.2.1
Key issue details


Broadcasting system information (SI) is one of the functions of the RRC protocol, defined in 3GPP TS 38.331 [2]. A cell periodically broadcasts synchronization signals and SI. These broadcasted messages are intended for all UEs which are camping on a cell.  In the idle mode or inactive mode, the UE monitors the SI of cells and choose a suitable cell to camp on. The UE typically acquires the SI from the cell and performs initial access to transition to connected state to obtain services. The system information includes information, among others, like cell (re-)selection parameters, neighboring cell information, frequency priority, blacklisted cell, common channel configuration information, NAS common information, and public warning system (PWS) messages. In general, the system information is applicable for UEs in RRC_IDLE, RRC_INACTIVE, and RRC_CONNECTED. 

A Rel-15 NR UE in IDLE mode performs PLMN selection, monitor paging, performs cell selection, cell re-selection, and applies access control before making an access attempt. In future releases, other services such as MBMS, proximity services, etc. are also likely to be supported by UEs in IDLE mode.
This key issue is about investigating if and how a new protection mechanism could be introduced against over-the-air attackers who broadcast rogue SI messages or replay previously captured SI messages as-is (without modification). Since SI messages are broadcast messages meant for all UEs, it is not apparent that an integrity and replay protection is strictly necessary. Nevertheless, in general, an integrity and replay protected SIs could add security value by at least making it difficult for over-the-air attackers to succeed in using a rogue SI or a previously captures SI at a later time, e.g., to lure UEs using SI messages with incorrect neighboring cells, and to send self-crafted or old PWS messages.

It is very important that earlier studies done by the 3GPP TSG SA WG3 are taken into account in this key issue, the studies being the 3GPP TR 33.969 [3], and the study done during the start of 5G security standardization. For example, there are some distinct challenges that are known from earlier studies as below:

a)
Key management. It is because of heterogenous trust-boundaries, and diverse regulations (or requirements) per countries (or regions);
b)
Time synchronization. It is because of difficulty to achieve fairly acceptable time synchronization between one gNB and other gNBs, and between UEs and gNBs;
c)
Signaling complexity. It is because of restrictive signaling expected from UEs in RRC_IDLE.

Nevertheless, it is only prudent if the 5G system could be enabled (i.e., support) to achieve protection of SI messages in general.
NOTE 1:
This key issue is concerned with the "over-the-air" interface. Therefore, integrity protection of SI "within-the-network" is not in the scope of this key issue.
5.2.2
Security threats

Lack of protection of SI could potentially have following impacts in some cases:
-
DoS attack on UE

-
Rogue services
5.2.3
Potential security requirements

5G system should provide a means to ensure a UE in any RRC state is able to determine the authenticity of system informations obtained from a cell.
5.3
Key Issue #3: Network detection of false base stations
5.3.1
Key issue details

The 3GPP measurements procedures (see 2) are primarily designed to enable handovers and SON (Self-Organizing Networks) features. However, the same procedures also serve security purpose in being useful to detect false base stations. Such a framework for false base station detection is currently described in the informative Annex E of the 3GPP TS 33.501. 
The measurement reports sent by UEs to the network already contain various information of the surrounding radio conditions. And, those measurement reports could be further enriched so that the detection of false base stations becomes more effective. Further, different types of measurement reports could be taken into use, e.g., logged measurement reports.

The present key issue is for investigating potential enhancements to the detection framework and enrichments to the measurement reports to further strengthen the false base station detection. 
Method of detecting falsebase stations is critical to further processing of the information to ascertain that a particular base station is false and doesn’t belong to the genuine operator network. Once a determination is reached that a particular base station is false, the genuine network can take actions to isolate such false base stations. The genuine network can help UEs with information to avoid connecting to the false base stations.
If UEs are using information from genuine base stations belonging to an operator, such guidance information from genuine base stations belonging to the operator network can be trusted to avoid falsebase stations both in CONNECTED mode and IDLE mode.
5.3.2
Security threats

Undetected false base station could result in unwanted consequences without being noticed, as follow, thus depriving the network of taking corrective measures: 
· DoS attack on network, 
· DoS attack on UE (i.e., UE may lose incoming calls, paging messages, etc., and may not get service it requests),
· Fraud, 
· Subscriber privacy attack (i.e., UE may be lured to LTE or other technology and IMSI might be revealed).

5.3.3
Potential security requirements

5G system should be able to detect false base stations.
5G system should be able to employ methods to prevent UEs from connecting to false base stations.
5.4
Key Issue #4: Protection against SON poisoning attempts
5.4.1
Key issue details

3GPP TR 28.861 [6] is a study on SON (Self-Organizing Networks) for 5G networks. The SON features standardized by 3GPP fall under three general categories, namely:

-
Self-configuration/reconfiguration,
-
Self-optimization, and
-
Self-healing.
On a very high-level, the SON features work by receiving and processing measurement reports from UEs. The part in the UE which handle measurement reporting (called as modem, or baseband, or mobile termination (MT)) is generally secure against software malwares and user space application. Therefore, measurement reports from UEs can be generally considered trusted, meaning that measurement reports are not compromised by an attacker. 

However, the UE performs the signal power measurement of the neighbouring cells based on the Synchronization Signal (SS) Block which carries the synchronization signal and Master Information Block (MB) without security protection [5][2]. Therefore, the UE cannot validate the authenticity of the SS Block signal, i.e., the SS Block could have been created by a false base station. If a false base station C counterfeits a legitimate base station B and the serving base station A receives the UE measurement reports (MR) measured from C, then A would assume that the MR is from B.
Thus, an attacker could try to poison the measurement reports by either (a) using a self-built UE (e.g., using software defined radios (SDRs) to send maliciously crafted measurement reports, or (b) creating false radio environment around uncompromised UEs (e.g., using false base stations) so that those UEs send the measurement reports that the attacker wanted. 
As another example attack scenario, a false base station can discover the cell ID(s) of the surrounding real gNB(s), and can use one of them to impersonate as a real gNB. As UEs are not able to validate the system information sent by gNBs, UEs cannot distinguish whether the gNB is genuine or not. As a result, UE may react to the information received from a false base station, such as sending Measurement Report message to the currently connected gNB containing the signal level information of the false base station. 
It is important to realize that in both the above cases, the attacks (assuming that they are successful) are very localized and in small scale, and therefore not massive. It will be significantly expensive and impractical (if possible, at all) for an attacker to go massive using those techniques.

What is more important to realize is that such poisoning attempts would only succeed if the network blindly uses the measurement reports from UEs. Generally, it is not so because proper SON implementations take the possibility of falsified information in the measurement reports into account and therefore have good resilience features, meaning that the effects of such poisoning attempts may be completely futile or have very little impact. 

However, poor SON implementations could result in unwanted consequences like potential signalling flood in the network and cell outages (see [5]). 
Therefore, it is only prudent that security and privacy use cases in SON are investigated where standardized solutions could be specified, or security and privacy guidelines could be given to help the implementations become better.
5.4.2
Security threats

Poor SON implementations that do not take the possibility of SON poisoning attempts (i.e., falsified information in the measurement reports) into account could result in unwanted consequences, as follow:
-
DoS attack on network

-
DoS attack on UE

5.4.3
Potential security requirements

The system shall support protection mechanism against potential SON poisoning attempts (i.e., falsified information in the measurement reports) so that the network (NG-RAN or 5GC) is protected against unintended updates of various configuration or criteria caused by false base station. 
Editor's Note: Depending upon the result of investigation, it might be that the final choices and details are not in the sole merit of the 3GPP TSG SA WG3 group. Hence, the final output (solutions, conclusions) from this key issue could also be inputs (LSes) to other groups like 3GPP TSG SA WG5 and other standards like 3GPP TR 28.861 [6].
5.5
Key Issue #5: Mitigation against the authentication relay attack
5.5.1
Key issue details
A victim UE may be attracted to the false base station. Then the false base station collaborates with another malicious UE through a private channel. The false base station and the malicious UE are far apart, and the two may be linked by LAN or WAN to form a malicious network through two PLMNs. The false base station forwards the registration request message of the victim UE to the remote malicious UE, and the malicious UE forwards it to the remote core network through the remote legitimate base station. Similarly, the false base station and the malicious UE forwards the response message sent by the core network to the victim UE, and completes the authentication. In this way, the network-aware user's location and the user's actual location may be inconsistent, providing a way to set up a false alibi or undermine a criminal investigation with fake evidence. A legitimate UE may be directed by an attacker to access the roaming network, resulting in a charging fraud.
5.5.2
Security threats

In case the authentication relay attack occurs, the threats of this attack include:

(1) Deception: The adversary deceives the victim into believing that the victim UE is connected to the core network.

(2) Location History Poisoning: The malicious UE can poison the location history of the victim UE by performing this attack successively from different tracking areas. As a result, a fugitive or criminal hiding in one location can deceive the core network into believing that the criminal has attached to the core network from a different location.

(3) Complete or Selective DoS: The malicious UE and the false base station can deny the victim UE’s phone-calls/SMS/data transfers completely/selectively. Consequently, the operational network is deprived of the charges for the incoming/outgoing calls and SMSs.

(4) Attack on SON: By relaying a geographically remote base station, an attacker may confuse the network’s self organized network configuration, because UEs will report measurements of the false base station signal strength, or signal strength of the radio environment to the relayed base station.

5.5.3
Potential security requirements

 There should be a means to mitigate the authentication relay attack caused by the false base station.
5.6
Key Issue #6: Resistance to radio jamming

5.6.1
Key issue details
Radio jamming could be an act of an illegitimate radio device attempting to disrupt radio communication between a legitimate sender and a legitimate receiver. 

There are some technical features in the 5G system that could make the radio jamming attack difficult in the first place, e.g., beamforming, duplication of PDCP PDUs in case of multi-connectivity and carrier aggregation, MR-DC, and a completely dedicated network-slices or PLMNs. Further, the nature of the radio jamming is such that it is challenging (if possible, at all) for an attacker to go undetected. Furthermore, it is infeasible for an attacker to have a sustained attack because the system self-recovers when the attacker goes away.

Nevertheless, it is important that 3GPP investigates how resistance to radio jamming is further enhanced. For example, an attacker would be deterred when the probability of being detected is high and especially if the detection solution results in the attacker's asset information to be revealed, e.g. attacker's location.  

NOTE:  
This key issue appears in the current document for completeness. It is not in the merit of the 3GPP TSG SA WG3 to work on solutions for this key issue. Other groups especially the 3GPP TSG SA RAN groups will be liaised.
5.6.2
Security threats

Undetected or un-prevented radio jamming could potentially have following impacts in some cases:
-
DoS attack on UE
-
DoS attack on network
5.6.3
Potential security requirements

NOTE:
This issue is not to be addressed in this document.
5.7
Key issue #7: Protection against Man-in-the-Middle false gNB attacks 
5.7.1
Issue details
Typical false base station attacks result in denial of service to UE. Consequently, UE or user may infer such attacks based on the service unavailability and take an action accordingly. However, a more sophisticated attacker may launch various types of attacks in a stealth manner using false base stations.  MitM false gNB transports security protected messages between the UE and the network without any modification while altering and/or injecting unprotected messages.

Without addressing the MitM threats, detection of false base stations and countermeasures against them have limited effectiveness.

5.7.2
Security threats

A MitM false base station may force a UE to camp on to it by passing all the message on between the UE and real base station. It may then deny the UE service, e.g. reject or drop service request, not pass on paging messages etc.

5.7.3
Potential security requirements

TBD

6
Candidate Solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.

6.1 
Solution #1: Protection for the UE Capability Transfer

6.1.1
Introduction  

This solution addresses the security requirement in Key Issue #1 for unicast RRC messages.

6.1.2
Solution details  

The two messages exchanged in the UE Capability transfer procedure, namely UECapabilityEnquiry and UECapabilityInformation, needs to be sent after the AS security establishment and activation.
Editor Note: The above text needs to be updated to indicate that this can be achieved based on network configuration.
6.1.3
Evaluation 

Advantage: 

This solution needs only a few changes to the current 5GS, without introducing extra cost and complexity.

Editor Note: Other evaluations for this solution are FFS.

6.2
Solution #2: Protection of RRCReject message in RRC_INACTIVE state 
6.2.1
Introduction
This solution#2, addresses the key Issue#1 “Security of unprotected unicast messages” and the following security and privacy areas:

#1
DoS attack on UE: attempts to hinder the UEs' access to the network.

#2
DoS attack on network: attempts to hinder the network's ability to provide services to the UEs.

6.2.2
Solution details

The RRC_INACTIVE state allows gNB to suspend the UE's RRC connection while the gNB and the UE continue to maintain the UE 5G AS security context. While the UE is in RRC_INACTIVE state, the UE and last serving gNB store the UE 5G AS security context which can be reactivated when the UE transitions from RRC_INACTIVE to RRC_CONNECTED. The gNB and the UE keep the current AS key KRRCint. The gNB and the UE stores the sent I‑RNTI together with the current UE context including the remainder of the AS security context for the next state transition.

When the UE decides to resume the RRC connection to transit from RRC_INACTIVE to RRC_CONNECTED or to notify the network, if it moves out of the configured RNA, the UE sends RRC Resume Request message. On receiving the RRC Resume Request message, if the gNB is not able to handle the procedure, due to congestion, then the gNB decides to send the RRCReject message. When the gNB decides to reject the RRC Resume Request message from the UE, the RRC Reject message shall include the resume cause and a rejectMAC-I. The rejectMAC-I is the message authentication code, the gNB calculates it using the integrity algorithm (NIA) in the stored AS security context, which was negotiated between the UE and the source gNB and the current KRRCint with the following inputs: 

- 
KEY


: it shall be set to current KRRCint;

-
BEARER

: all its bits shall be set to 1.

-
DIRECTION
: its bit shall be set to 1;
-
COUNT

: all its bits shall be set to 1;

-
MESSAGE
: it shall be set to with the following inputs:

source C-RNTI, source PCI, target Cell-ID, resume cause, waitTime.
If the gNB is the not the last served gNB, then the target gNB shall request the last served gNB to provide the rejectMAC-I. Then the rejectMAC-I is calculated by the last serving gNB, which responds to the target gNB including an encapsulated RRCReject message. The security context is not relocated from the last served gNB to the target gNB. In this case, the target gNB forwards the protected RRCReject message to the UE.
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1. SRB0: RRCResumeRequest (resumeIdentity, resumeMAC-I, resumeCause )

3. SRB0: RRCReject (wait time, rejectMAC-I)

4. The UE calculates the rejectMAC-I, similar to the gNB calculation. If the rejectMAC-I check is successful, 

then the UE follows rest of the procedure as specified in TS 38.331.

If the rejectMAC-I check fails, then the UE ignores the received RRCReject. 

2. The gNB is not able to handle the procedure, for example due to congestion. 

gNB decides to send the RRCReject message along with rejectMAC-I. The gNB calculates the rejectMAC-I 

using the UE security context and also resumeCause as one of the input parameter. 



Fig 6.2.2-1. RejectMAC-I calculation during the Resume Request procedure


On receiving the RRC Reject message from the gNB, the UE calculates the rejectMAC-I in the same way as the gNB did in step 2. If the rejectMAC-I check is successful, then the UE follows rest of the procedure as specified in TS 38.331. If the rejectMAC-I check fails, then the UE ignores the received RRC Reject message. UE moves to RRC Idle, deletes the 5G AS context and I-RNTI, and indicates to upper layer with appropriate cause value for NAS recovery.

Editor's note:
How the solution address the case when the RRCResumeRequest is sent to a new gNB is FFS.

6.2.3
Evaluation

TBD
6.3
Solution #3: Protection of uplink UECapabilityInformation RRC message
6.3.1
Introduction
This solution addresses the following key issues:

-
Key issue #1: security of unprotected unicast messages.

The solution provides a mechanism for protection of the uplink RRC UECapabilityInformation message.
6.3.2
Solution details
Current security mechanisms for RRC UECapabilityInformation are listed in Annex B.1 (Protection of RRC messages) of 3GPP TS 38.331, which can be summarized as follows:

(1)
The RRC UECapabilityInformation shall not be sent unprotected after AS security activation.

(2)
The RRC UECapabilityInformation may be sent unprotected before AS security activation.

Mechanism #(1) ensures that the RRC UECapabilityInformation cannot be tampered after AS security activation. 

For mechanism #(2), which is the root cause of the problem, this solution introduces two recommendations for the system (the network and the UE):

-
The network should not send RRC UECapabilityEnquiry to the UE before AS security has been activated.

-
When the UE gets an RRC UECapabilityEnqiry message from a gNB, the UE should first verify that the AS security has been activated, i.e., an RRC security mode command procedure has been successfully performed. If the above verification succeeds, the UE shall send corresponding RRC UECapabilityInformation message to the gNB as a ciphered and integrity protected message. Else if the above verification fails, i.e., an RRC security mode command procedure has not been performed or has failed, the UE should not send RRC UECapabilityInformation message to the gNB. The UE may send the RRC UECapabilityInformation message to the gNB later, after AS security has been activated.

However, if the system (the network and the UE) has to perform the mechanism #(2), e.g., for early optimization, this solution mandates that the system supports a recovery mechanism from tampered uplink RRC UECapabilityInformation message. It means the followings:

-
The network shall taint the UE capabilities so that the network (i.e., same gNB/AMF or different gNB/AMF at handovers) can determine whether those UE capabilities were received before or after the AS security activation. 

-
Once a successful security activation is performed, depending on the security policy, the network may re-enquire the UE capabilities if they were received earlier without security protection. To re-enquire the UE capabilities, the network may send to UE a Boolean flag in AS SMCommand message, or a HASH of locally stored UE capabilities, or a new RRC UECapabilityEnqiry message.

6.3.3
Evaluation

Editor's Note: The following evaluation is preliminary. It may be updated.
Editor’s Note: Evaluation of the security vulnerabilities for allowing the network to accept unprotected UECapabilitiesInformation is FFS.
6.4
Solution #4: Enriched measurement reports 
6.4.1
Introduction
This solution addresses the first security requirement in the following key issue:

-
Key issue #3: network detection of false base stations (first requirement).

The solution provides a mechanism for enhancing the detection of false base stations by enriching the measurement reports from the UE. The solution is applicable to UEs in RRC_IDLE, RRC_INACTIVE, and RRC_CONNECTED states.
6.4.2
Solution details    
The UE measurement reports specified in 3GPP TR 38.331 [2] already contain several information relevant for the detection of false base stations, e.g., identifier and received-signal strength information of the cell. Additionally, 3GPP TS 38.331 provides support for reporting of Cell Group Info (CGI_info) which contains information broadcasted in MIB and SIB1. 
In addition to the existing information, the system shall support the following new information about camped and neighboring cells to be included in the measurement report: 

-
mib_info = hash of the MIB, which helps in detection of DoS attempts, e.g., cellBarred=barred; 

-
sib_info = list of {SIB number, hash of the SIB}, which helps in detection of DoS, fraud, and subscription identification attempts, e.g., ims-EmergencySupport=false, tampered SI-SchedulingInfo, and useFullResumeID=true;

NOTE 1:
The sib_info could contain at least SIB1 which the UE currently obtains to generate CGI_info. 

NOTE 2:
The mib_info and sib_info could contain their corresponding recorded time. 

Editor’s Note:
The hash algorithm used by the UE and the network is FFS.

In addition to the information above which can be transmitted by UEs in CONNECTED mode, it is also possible to extend the logged measurements, currently discussed in TS 38.331 for Rel-16, to include the following information that can help in detecting false base stations:

-
reject_info = information about REJECTs that the UE had received earlier, which helps in detection of DoS attempts, e.g., presence of rogue REJECTs;

-
signal_info = information about signal as below, which helps in detection of DoS attempts, e.g., presence of erratic radio signals:

-
just power: signal is not associated with any normal pilots or reference signals.

-
power with just pilots: signal is associated with normal pilots or reference signals, but those signals do not provide any readable system information.

-
power with pilots and system info: signal is associated with normal pilots or reference signals and those signals provide system information, but the system information is wrong (e.g., inconsistent information, not possible to access the network according to the information). 
The UE shall send the above information to the network only after a successfull AS security mode command procedure.

The network shall verify and compare the above information with what is expected, e.g., comparing hashes of MIB/SIBs for reported cells with those of genuine cells using the same hash algorithm used in the UE.  
Editor’s Note: Detailed procedure for network verification of the hashes of MIB/SIBs reported by the UE is FFS.

If comparision fails, e.g., the hashes do not match, the network may consider it as a factor to detect the presence of the false base station.
During handovers, the serving cell may use the above information to decide whether or not to attempt handover of the UE to the reported neighboring cell.
6.4.3
Evaluation
Editor's Note:
Impacts on UE power consumption is FFS.
Enriched measurement reports certainly help in enhancing the detection of false base stations. 

NOTE:
It is not in the merit of SA3 alone to define new information to be included in measurement reports. SA3 could give directions to RAN groups about information helpful for false base station detection. Then, RAN groups would design solutions. Hence, RAN groups must be liaised.

6.5
Solution #5: Mitigation against the authentication relay attack 

6.5.1
Introduction

This solution addresses key issue #5: Mitigation against the authentication relay attack, assuming that the victim UE and malicious UE, as defined in key issue #5, are residing in the same PLMN.
6.5.2
Solution details 

In the registration request procedure, the UE obtains the user's actual location information (indicated by "Location Info-UE"), and sends a registration request message to the AMF through the gNB. The gNB forwards the registration request message to the AMF through the N2 interface, which includes the user's location information reported by the gNB (indicated by "Location Info-gNB"). The AMF stores the Location Info-gNB. After the authentication process is completed. The AMF sends a NAS Security Mode command message to the UE. The UE responses a NAS Security Mode complete message, which includes Location Info-UE, to the AMF. The AMF then compares the Location Info-UE with the Location Info-gNB.
Editor’s Note: Details of how UE location info is used, it’s granularity and how it is secured from false base station attack are FFS.

Editor’s Note: How the solution addresses already registered UE is FFS.

Editor’s Note: Impact on the privacy (e.g. how the location information is obtained and how consent is given for it to be used) is FFS.
If the AMF determines that the Location Info-UE and the Location Info-gNB are consistent, the subsequent procedures are normally performed.

If the AMF determines that the Location Info-UE and the Location Info-gNB are inconsistent, the registration rejection message may be sent to the UE, where the reason value carried indicates the location positioning of the UE.

6.5.3
Evaluation

TBD
6.6
Solution #6: Avoiding UE connecting to false base station during HO

6.6.1
Introduction  

This solution addresses the security requirement in key issue #3 for preventing UE from connecting to false base station.

6.6.2
Solution details  

6.6.2.1 
Background


Usually, the 5G RAN HO decision is based on the UE MR (Measurement Report).The UE executes the signal power measurement of the neighbor cell based on the SS Block which carries the broascasted synchronizaiton signal and MIB signal which is sent without security protection [1] [2]. Assuming there is a false base station C counterfeiting the system informations of a legitimate base station B. The serving base station A receives the UE MR which include measurements from C. Base station A would assume the included information in the UE MR belongs to base station B and then may decide to handover the UE to B and consequently the UE instead connect to the false base station C. Eventually, the handover will fail, as shown in figure 1.
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Figure 6.6.2.1-1 HO procedure caused by false base station C

To avoid this HO procedure and the possibility for UE comnnecting to false base station during HO, this solution introduces a second measurement based on a specific CSI-RS (Channel State Information Reference Signal) [5] assigned by the target gNB to the UE. 

6.6.2.2
Procedure

There are two options for this solution as follows:

Option A: Always On feature: In this option the proposed solution is always on and activated at the source gNB; thus it is on on all gNBs.

Option B: On demand feature: The source gNB turns this feature on to a specific target gNB when the number of handover failures to this target gNB exceed a specific threshold, i.e., when the source gNB suspect the presence of a false base station in the area, it automatically turns this feature on.

6.6.2.2.1
Always on Feature
The target gNB B assigns a specific CSI-RS to the UE during the preparation phase, and carrys the CSI-RS information in the HO request ACK message. The source gNB A indicates the UE to do second measurement based on the dedicated CSI-RS information. Only when the second UE MR meets the HO trigger condition, then the source gNB A would indicate the UE to do the HO execution.  

Because the false gNB C dose not know the dedicated CSI-RS information in advance, therefore the second MR reported by the UE is measured with the real reference signal of the target gNB B.


[image: image5.emf]False gNB C Source gNB A

2. Handover Request

(with CSI-RS indicator)

4. Handover Request ACK

(with dedicated CSI-RS)

UE Target gNB B

1. HO decision

HO decision and preparation

HO execution

0. Measurement Reports

UE measurement

3. HO admission 

control 

12. Detach from source cell, 

synchronize to new cell

13. MSG1(Preamble)

14. MSG2

（

TA+UL allocation

）

15. HO Confirm (RRC_RECFG_CMP)

16. Resource Release

11. SN Status Transfer

Data Forwarding

Packet data

5.  second time 

measurement decision 

6. Measurement task 

(with dedicated CSI-RS)

Measurement based on CSI-RS

7. Execute second 

time measurement

8. Measurement report

9.  perform the second 

decision based on the twice 

UE MR, if the MR meets the 

HO trigger condition, 

performs step10a, otherwise, 

performs step 10b.  

10b. HO cancel

SSB measurement

10a. HO command 

(RRC_RECFG)


Figure 6.6.2.2.1-1: HO procedure with second measurement and HO decision

The source gNB (A) should support to trun on/off this feature according to the network circumstances. 
Step 2: When the local configuration in the source gNB indicates that the feature of second measurement is enabled, the source gNB (A) sends HO request with a new indicator to request the target gNB to prepare a specific CSI-RS for the UE.

Step 3: The target gNB (B) performs admission control and prepares basic RRC configuration information for the UE, inclouding a dedicated CSI-RS information. 

Step 4: The target gNB (B) respond with the HO request ACK message containing all the preparaed RRC configuration informations (inclouding the dedicated CSI-RS information).

Step5: When the source gNB (A) receives the CSI-RS information in the Handover request ACK, and the feature is truned on, the source gNB decides to request the UE for a second time measurement based on the specified CSI-RS information.  

Step 6:  The source gNB (A) sends a measurement task including the CSI-RS information to the UE while being protected with RRC security context. 

Step 7: The UE executes a second measurement of the dedicated CSI-RS signal indicated in the measurement task.

Step 8: The UE reports the second MR to the source gNB (A). 

Step 9: Based on the second MR, the source gNB (A) decides whether or not to continue the HO. If the second MR meets the HO trigger threshold, that means the real reference signal power of the target cell is strong enough, the source gNB A sends the HO command to indicate the UE to execute the HO to the target cell. Otherwise, the source gNB A sends HO cancel to the target gNB B to stop the HO procedure.

Editor’s Note: The signalling details of how the UE hands over to the false basestation is FFS.

6.6.2.2.2
On demand feature

The details of the solution in this option is the same as in option A with the difference that this solution is turned on when needed, i.e., on demand. The solution is turned on dynamically by a source gNB after the number of handover failures to a specific gNB exceeds a specific threshold. If that threshold is exceeded, the source gNB turns this feature on to detect whether there is a false gNB in the nearby area trying to falsify that specific target gNB.

Editor’s Note:
The definition of the threshold of the number of handover failure to a specific target gNB is FFS.

Editor’s Note:
RAN2 Feedback is needed.
6.6.3
Evaluation 

TBD.

6.7
Solution #7: Verification of authenticity of the cell 

6.7.1
Introduction  

This solution#7, address the key Issue#2 “Security Protection of system information” and the following security and privacy areas:

#1
DoS attack on UE: attempts to hinder the UEs' access to the network.

#2
DoS attack on network: attempts to hinder the network's ability to provide services to the UEs.

A cell periodically broadcasts synchronization signals and system information (SI). UE detects a cell based on the synchronization signals. If the signal quality of detected cell is above a defined threshold then UE determines whether the cell is authentic or not, to camp on it. A cell is authentic, if the authenticity verification of the system information received from the cell is successful. This solution does not verify the authenticity of the cell during initial registration procedure. 
6.7.2
Solution details  

6.7.2.1
System Information verification using Digital Signatures  

This solution is applicable only for verification of authenticity of the cell during RRC_IDLE mode and RRC_INACTIVE mode cell reselection. This solution is not applicable for cell authenticity verification during initial Registration procedure.
In order to enable the UE to validate the authenticity of received system information, the NR digitally signs the broadcasted system information as shown in Figure 6.7.2.1-1. System information to be broadcasted, Private security key (K-SIGPrivate) and Time Counter are input to security algorithm to generate the digital signature. The generated DS together with some least significant bits of Time Counter is added to the system information before transmitting over the air. K-SIGPrivate is specific to the Tracking area. The private key (K-SIGPrivate) is provisioned in the gNB by the MNO. The public K-SIGPublic key and its lifetime is provisioned by the core network to the UE, when performing location update procedure, as shown in Figure 6.7.2.1-2. Time Counter is maintained based on UTC time (number of UTC seconds in 10 ms units since 00:00:00 on Gregorian calendar date 1 January, 1900 (midnight between Sunday, December 31, 1899 and Monday, January 1, 1900), similar to the mechanism used in ProSe Discovery protection TS 33.303) and can be units of milliseconds or seconds or minutes. The gNB obtains a value for a UTC-based counter associated with a transmission slot based on UTC time. The UE may obtain UTC time from any sources available, e.g. the RAN (via SIB, as in LTE via SIB16), NITZ, NTP, GPS (depending on which is available). The Time Counter input to the security algorithm is the value of counter corresponding to time slot in which system information is transmitted. The usage of Time Counter ensures that received system information cannot be replayed. There can be differences in the Time Counter maintained in the UE and the AN because of different UTC source or implementation errors. To take care of these errors least significant bits of Time Counter are also transmitted along with system information.

On receiving the system information the UE generates digital signature.  The system information with digital signature received, public security key (K-SIGPublic) and Time Counter of the time slot in which system information is received are used to check the authenticity of the SI. If authenticity verification is successful, then the system information is authentic and the UE considers the cell as authentic.

The size of the digital signature leads to increase in the signalling overhead. In order to reduce the overhead, digital signature can be generated for multiple system information together instead of generating the digital signature for each system information. System information is periodically broadcasted, in order to reduce the overhead; protection can be applied once every ‘N’ period instead of every period. Mechanisms to reduce the overhead are detailed in the clause 6.7.2.3 of this TR.

Editor’s Note: It is FFS whether the K-SIG-Priv of all gNBs within a TA are same or different. The possible key leakage if the same K-SIG-Priv is shared by all eNBs needs to be considered.
[image: image6.emf]Security Algorithm

Security Algorithm

K-SIG

K-SIG

System Info

System Info

Time Counter

Time Counter

System Info

System Info

Digital 

Signature

Digital 

Signature

Protected System Info

LSBs of Time 

Count

LSBs of Time 

Count


Figure 6.7.2.1-1: System Information verification using Digital Signatures


[image: image7.emf]UE

gNB-1

(TAI-1)

8. Location update request

9. Location update accept  [list of TAIs and corresponding Public keys 

(

K-SIG

Public 

of TAI-4, 

K-SIG

Public 

of TAI-5, 

K-SIG

Public 

of TAI-6 ]

1. Pre-provisioned with the public 

keys [

K-SIG

Public 

 ] for distribution for all 

TAIs under its control. 

AMF-1

10. RRC: SIB with DS

11. UE verifies the DS in the SIB using the 

public key[

K-SIG

Public 

 ] TAI-4 and then 

reselects the cell

6. UE transit to Idle mode. UE in Idle mode enters into 

new TAI-2. UE verifies the DS in the SIB using the public 

key[

K-SIG

Public 

 ] of TAI-2 and then reselects the cell

gNB-2

(TAI-4)

4. Registration request

5. Registration accept [list of TAIs and corresponding Public keys 

(

K-SIG

Public 

of TAI-1, 

K-SIG

Public 

of TAI-2, 

K-SIG

Public 

of TAI-3 ]

2. UE performs initial Attach 

procedure

3. RRC connection 

establishment

7. UE in Idle mode enters into new TAI-4.  UE detects it has 

entered a new TA (TAI-4) that is not in the list of TAIs that the 

UE registered with the network.  After cell reselection, UE  

performs a TAU procedure before it camps on the new cell. 

Once it performs the TAU it obtains the Public Key of TAI-4 

and also list of TAIs under the control of AMF-2.

AMF-2


Figure 6.7.2.1-2: Provisioning of Public Keys to the UE
Editor’s Note: It is FFS, how the UE handles location update reject message from a false base station. 
6.7.2.2
System Information verification using Identity Based Cryptography

The network provisions UEs and NR with a set of credentials for Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI), as defined in IETF RFC 6507 [33] along with the public key of the CN.  Furthermore, UEs are provisioned with the Public Validation Token (PVT) specific to each cell and the NR are configured with the Secret Signing Key (SSK) associated with its cell identity.  In order to verify the authenticity of the cell, the NR act as "signer" and the UE act as the "verifier" (according to the definitions in RFC 6507).  The NR uses SSK associated to the cell to sign the system information, and the UE uses the public key of the CN and the cell ID specific PVT to verify the signature.  

As mentioned in the clause X.Y.2.1, the time counter is used as the input for signature generation and also to reduce the overhead; digital signature can be generated for multiple system information together and protection can be applied once every ‘N’ period instead of every period. Mechanisms to reduce the overhead are detailed in the clause 6.7.2.3 of this TR.

6.7.2.3
Optimization of SI verification using the other SI

5G SI is divided into minimum SI and other SI. The other SI may either be broadcast, or provided in a dedicated manner by the gNB, triggered either by the network or upon request from the UE [62]. The authenticity verification information can be classified into the other SI. The gNB generate the digital signature with the minimum SI broadcasted, Private security key (K-SIGPrivate) and Time Counter as input (as shown in Figure 6.7.2.1-3) and provides the digital signature in the other SI (as a separate SI) either periodically or upon request from the UE (as shown in Figure 6.7.2.1-4). As the UE needs to verify the authenticity of the gNB, only signing of the minimum SI is performed in order to reduce the overhead in the UE and in the gNB. 
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Figure 6.7.2.1-3: Cell authenticity verification using other SI
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Figure 6.7.2.1-4: Transmission of cell authenticity verification using other SI
Editor’s Note: During the 5G Phase-1 study, the following observation/comment was made on this solution. This comment needs to be addressed in this study. 

· The UE checks that the timestamp is within an acceptable time-window before it verifies the signature to prevent replay attacks. But, UE does not having access to that accurate clock information for signature verification.

6.7.3
Evaluation

TBD
6.8
Solution #8: Network detection of near by false base stations from call statistics and measurements

6.8.1
Introduction

This solution addresses Key Issue #3: Network detection of near by false base stations 
When false base stations are present in a PLMN network, most often they will be broadcasting MIB and SIB messages copied from one of the real PLMN base stations. Thus, a UE, unsuspectingly might consider this as a real base station and based on the active or idle state of the UE.

1) If the UE is active, UE will consider the false base station as a potential target for handover, and if mobility conditions are correct, will attempt to do haondover to it.

2) If the UE is Idle, it will do cell reselection and start listening to broadcast messages and Paging.

The solution here particularly focusses on the UEs in active state. The active UEs which does handover from real base station to false base station will fail, and the UE will select a new target cell. Because the UE subsequently gets connected to a new target, even if the handover once failed, so far, the information gathered from this procedure is usually ignored.
6.8.2
Solution details

6.8.2.1 
Detection of false base Stations from Active UE Measurement report
If the UE is in active mode, during the handover preparation phase it is possible that the UE measured and selected a false base station as a handover target. When UE measurement reports are received by the source base station, when handover thresholds are crossed, the source base station tries to establish X2/Xn links to the reported target Cell IDs. Looking at the configuration data of neighbour Cell IDs in the source base station, the source base station finds IP address of the target cells and tries to establish X2/Xn links for handover. But this X2/Xn link set up will fail, if the target Cell ID reported by the UE happens to be a false base station.

Here a serving base station can conlude that, if the Cell ID reported by the UE in its measurement report as one of the strong neigbhor cells, but if such a neighbour cell is absent in its configuration data base, or if the serving base station fails to establish X2/Xn links with the reported neighbour, the target cell is not part of the PLMN network. The serving base station can make the determination that the reported Cell ID doesn’t belong to its PLMN network.
6.8.2.2 
Detection of false base stations from duplicate Cell IDs in Active UE Measurement report

It is also pssoble that a false base station copies the Cell ID belonging to a real Cell and then operate in very close proximity to it, broadcasting the real Cell ID. In this case the UE will report two mesaurements for the same Cell ID with different values, since the UE is detecting and measuring two transmitters, which will differ in power at least very slightly.

The serving base station can detect the operation of a duplicate false base station from the duplicate Cell IDs from the measurement report of multiple UEs. But it is difficult for a serving base station to detect which Cell ID, as measured by the UE in the measurement report belongs to a genuine base station of the PLMN and which one is false.

Editor’s Note: It is FFS how a serving base station resolves duplicate Cell IDs as genuine vs false.
6.8.3
Evaluation

TBD
6.Y
Solution #Y: <Solution Name>

6.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.

6.Y.2
Solution details

6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

7
Conclusions

Editor’s Note: This clause contains the agreed conclusions.

Annex A:
Assessment of system, architectural and security impacts of signing SI messages
A.1
Introduction

This annex aims to study and assess the system, architectural, and security impacts of signed SI messages in 5G system. 

It is important that any solution proposing signed SI messages take a holistic view into account and do not only consider one or few individual parts alone. 

Complexity of solutions need to be assessed against the security and privacy benefits they bring.

Impacts and feasibility on various part of the 5G system (including UE, NG RAN, and 5GC) need to be assessed. 

Impacts and feasibility on O&M and key provisioning aspects also need to be assessed. 
A.2
Example architecture
A high-level example architecture could look like Figure A.2-1.
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Figure A.2-1: A high-level example architecture for signed SI messages
The steps in simplistic terms are described below:

-
The gNB prepares and signs the SI message.

-
The gNB sends the signed SI message.

-
The UE acquires the signed SI message.

-
The UE verifies the signature contained in the acquired SI message.

A.3
Aspects that need to be addressed

A.3.1a
UE Aspects

A.3.1b
UE actions upon detection of invalid signature
Editor's Note: TBD to explain -- in absence of proper recovery action on UE side, benefits of having signed SI messages could be questionable. 

A.3.2
Threats that are mitigated by signed SI messages

Editor's Note: Explanation is TBD.
A.3.3
Threats that are not mitigated by signed Si messages

Editor's Note: Explanation is TBD.
A.3.4
Provisioning of keys
Editor's Note: TBD to explain -- distribution and storage of public/private keys.

A.3.5
RAN aspects 
Editor's Note: Explanation is TBD.

A.3.6
VPLMN aspects 
Editor's Note: TBD to explain -- functionalities/responsibilities at VPLMN. 
A.3.7
HPLMN aspects 
Editor's Note: TBD to explain -- functionalities/responsibilities at HPLMN. 

A.3.8
Network sharing aspects
Editor's Note: TBD to explain -- aspects related to network sharing.
A.3.9
Roaming aspects
Editor's Note: TBD to explain -- aspects related to network sharing.
A.3.10
Regulatory aspects 
Editor's Note: TBD to explain -- any regulatory requirements. 
A.3.11
Signature schemes

There could one or more signature schemes like:

-
Scheme A (null-scheme)
-
It means that there is no signature.

Editor's Note: Further explanations are TBD.
A.3.12
Signature length
Editor's Note: Explanation is TBD.

A.3.13
Resistance against Quantum Computing

Editor's Note: Explanation is TBD
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False gNB C

Source gNB A
2. Handover Request
(with CSI-RS indicator)
4. Handover Request ACK
(with dedicated CSI-RS)
UE
Target gNB B
1. HO decision
HO decision and preparation
HO execution
0. Measurement Reports
UE measurement
3. HO admission control
12. Detach from source cell, synchronize to new cell
13. MSG1(Preamble)
14. MSG2（TA+UL allocation）
15. HO Confirm (RRC_RECFG_CMP)
16. Resource Release
11. SN Status Transfer
Data Forwarding
Packet data
5.  second time measurement decision
6. Measurement task (with dedicated CSI-RS)
Measurement based on CSI-RS
7. Execute second time measurement
8. Measurement report
9.  perform the second decision based on the twice UE MR, if the MR meets the HO trigger condition, performs step10a, otherwise, performs step 10b.
10b. HO cancel
SSB measurement
10a. HO command (RRC_RECFG)



UE
gNB
1. SRB0: RRCResumeRequest (resumeIdentity, resumeMAC-I, resumeCause )
3. SRB0: RRCReject (wait time, rejectMAC-I)
4. The UE calculates the rejectMAC-I, similar to the gNB calculation. If the rejectMAC-I check is successful, then the UE follows rest of the procedure as specified in TS 38.331.

If the rejectMAC-I check fails, then the UE ignores the received RRCReject.
2. The gNB is not able to handle the procedure, for example due to congestion. 

gNB decides to send the RRCReject message along with rejectMAC-I. The gNB calculates the rejectMAC-I using the UE security context and also resumeCause as one of the input parameter.



False gNB C

Source gNB A
2. Handover Request
4. Handover Request ACK
UE
5. HO Command（RRC_CONN_RECFG）
Target gNB B
1. HO decision
HO decision and preparation
8. MSG1(Preamble)
9. MSG2（TA+UL allocation）
10. HO Confirm (RRC_CONN_RECFG_CMP)
HO execution
0. Measurement Reports
UE measurement
3. HO admission control
6. Detach from source cell, synchronize to new cell
7. SN Status Transfer
Data Forwarding
Measurement
Time out, not receive MSG1; Handover in failure
UE context Release
Time out, not receive release message from B; Handover out failure
MSG1(Preamble)



UE
gNB-1
(TAI-1)
8. Location update request
9. Location update accept  [list of TAIs and corresponding Public keys 
(K-SIGPublic of TAI-4, K-SIGPublic of TAI-5, K-SIGPublic of TAI-6 ]
1. Pre-provisioned with the public keys [K-SIGPublic  ] for distribution for all TAIs under its control.
AMF-1
10. RRC: SIB with DS
11. UE verifies the DS in the SIB using the public key[K-SIGPublic  ] TAI-4 and then reselects the cell
6. UE transit to Idle mode. UE in Idle mode enters into new TAI-2. UE verifies the DS in the SIB using the public key[K-SIGPublic  ] of TAI-2 and then reselects the cell
gNB-2
(TAI-4)
4. Registration request
5. Registration accept [list of TAIs and corresponding Public keys 
(K-SIGPublic of TAI-1, K-SIGPublic of TAI-2, K-SIGPublic of TAI-3 ]
2. UE performs initial Attach procedure
3. RRC connection establishment
7. UE in Idle mode enters into new TAI-4.  UE detects it has entered a new TA (TAI-4) that is not in the list of TAIs that the UE registered with the network.  After cell reselection, UE  performs a TAU procedure before it camps on the new cell. Once it performs the TAU it obtains the Public Key of TAI-4 and also list of TAIs under the control of AMF-2.
AMF-2



