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1
Decision/action requested

This document provides the evaluations to the solutions and a conclusion for KI#1.
2
References

[1]
3GPP TR 33.815 Study on Security Aspects of PARLOS, Release 16
3
Rationale

This document provides an evaluation of the two solutions and a first conclusion on Key Issue #1” Establishing temporary security for PARLOS session” 
4
Detailed proposal

Begin of 1st Change
7.1.3
Evaluation

Even though this solution is not preventing active attacks it has the advantage that no credentials are pre-provisioned and all potential security requirements of Key Issue #1 can be addressed:

The UE and the MME shall integrity and confidentiality protect the NAS signalling for PARLOS services.

The UE and the eNB shall integrity and confidentiality protect the AS signalling for PARLOS services.
Application layer security is always possible but depends on the implementation of the service, but the PARLOS application is not subject of standardization in 3GPP, thus application layer security cannot be guaranteed.
Begin of 2nd Change

7.2.3
Evaluation

This solution does not provide any security and does not fullfill the two security requirements of key issue #1:
The UE and the MME shall integrity and confidentiality protect the NAS signalling for PARLOS services.

The UE and the eNB shall integrity and confidentiality protect the AS signalling for PARLOS services.
Application layer security is always possible but depends on the implementation of the service, but the PARLOS application is not subject of standardization in 3GPP, thus application layer security cannot be guaranteed.

Begin of 3rd Change

8
Conclusions

8.x
Conclusion on Key Issue #1
Solution #1 fullfills the security requirements of Key Issue #1 and is selected for further specification. 
End of Changes

