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Decision/action requested

It is requested that proposed changes are approved.
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3
Rationale

The present pCR proposes a new solution to address the Key Issue #2 in TR 33.809. 
In short, the new solution is about including digital signatures in the SI messages so that tampered SI messages could be detected. This solution aims at agreeing on a high-level principle first, i.e., to use digital signatures (same as was done in PWS security study, TR 33.969). Therefore, further technical details are left out on purpose.

Without a high-level agreement, detailed discussions, e.g., which protection schemes to use and how keys are distributed, could become counterproductive.

4
Detailed proposal

*** BEGIN CHANGES ***
6.Y
Solution #Y: Tamper resistant SI messages
6.Y.1
Introduction

This solution addresses following key issues:

-
Key issue #2: security protection of system information.
The solution enables gNBs to include digital signatures in the SI messages so that tampered SI messages could be detected by UEs.
6.Y.2
Solution details    
6.Y.2.1
Overview and description

 A high-level overview of this solution is depicted in Figure 6.Y.2-1.
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Figure 6.Y.2-1: A high-level overview of tamper resistant SI

The steps in simplistic terms are described below:

-
The gNB prepares and signs the SI message.

-
The gNB broadcasts the signed SI message.

-
The UE acquires the signed SI message.

-
The UE verifies the signature contained in the acquired SI message.

Editor's Note: Further details of the solution are FFS.

6.Y.2.2
Provisioning of UEs and gNBs

Editor's Note: What is provisioned and how the UEs and gNBs are provisioned are FFS.
6.Y.2.3
Signature schemes

The operator shall choose one of the following signature schemes:

-
Scheme A (null-scheme)
-
It means that there is no signature.

Editor's Note: The solution needs at least one non null-scheme. It is FFS to add more details of the schemes.

6.Y.3
Evaluation

Editor's Note: Evaluation is FFS.
*** END OF CHANGES ***

