3GPP TSG-SA WG3 Meeting #94Ad-Hoc
S3-190825
Stockholm (Sweden), 11-15 March 2019
revision of S3-19xabc
Source:
Ericsson
Title:
KI#3 in TR 33.809 – updates to details and threats
Document for:
Approval

Agenda Item:
5.9
1
Decision/action requested

It is requested that proposed changes are approved.
2
References

[1]
N/A
3
Rationale

The present pCR proposes following group of changes to the Key Issue #3 in TR 33.809 for the reasons mentioned below.
(1) Key issue details
a. The TR 33.809 should be consistently using the term "false base station" and not other variants like "fake". Using different terms creates unnecessary confusion. Corrections have been done.

b. There were some style errors like highlights, incorrect title casing, incorrect font sizes, and list format. They have been corrected.
c. There were also references errors. They have been corrected.
(2) Security threats

a. There were some threats that were just repeated. Keeping them separate gives impression that those are new types of attacks. They have been merged.

4
Detailed proposal

*** BEGIN CHANGES ***
5.3
Key Issue #3: Network detection of false base stations

5.3.1
Key issue details

The 3GPP measurements procedures (see [2]) are primarily designed to enable handovers and SON (Self-Organizing Networks) features. However, the same procedures also serve security purpose in being useful to detect false base stations. Such a framework for false base station detection is currently described in the informative Annex E of the 3GPP TS 33.501. 

The measurement reports sent by UEs to the network already contain various information of the surrounding radio conditions. And, those measurement reports could be further enriched so that the detection of false base stations becomes more effective. Further, different types of measurement reports could be taken into use, e.g., logged measurement reports.

The present key issue is for investigating potential enhancements to the detection framework and enrichments to the measurement reports to further strengthen the false base station detection. 

Method of detecting false base stations is critical to further processing of the information to ascertain that a particular base station is false and doesn’t belong to the genuine operator network. Once a determination is reached that a particular base station is false, the genuine network can take actions to isolate such false base stations. The genuine network can help UEs with information to avoid connecting to the false base stations.

If UEs are using information from genuine base stations belonging to an operator, such guidance information from genuine base stations belonging to the operator network can be trusted to avoid false base stations both in CONNECTED mode and IDLE mode.
5.3.2
Security threats

Undetected false base station could result in unwanted consequences without being noticed, as follow, thus depriving the network of taking corrective measures: 
-
DoS attack on network, 
-
DoS attack on UE (i.e., UE may lose incoming calls, paging messages, etc., and may not get service it requests), 
-
Fraud, 
-
Subscriber privacy attack (i.e., UE may be lured to LTE or other technology and IMSI might be revealed).




*** END OF CHANGES ***
�Moved above to DoS attack on UE (see list above). Keeping it separate gives impression that these are new types of attacks.


Moved above to Subscriber privacy attack (see list above). Keeping it separate gives impression that these are new types of attacks.


�Moved above to DoS attack on UE (see list above). Keeping it separate gives impression that these are new types of attacks.





