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1
Decision/action requested

SA3 is kindly asked to approve the proposed test case of scope representation for Nnrf_AccessToken Service which are NRF-specific functional requirements derivied from 29.510.
2
References

[1]
3GPP TS 33.518

5G Security Assurance Specification (SCAS) for the Network Repository Function (NRF) network product class
[2]
3GPP TS 29.510
Network Function Repository Services
3
Rationale

Based on the current version of [1], this pCR proposes two new test cases for scope representation for Nnrf_AccessToken Service, which are NRF-specific security requirements derived from 29.510 [2]. 
Test Cae 1: 

For Nnrf_AccessToken service, an NF Service Consumer shall include in the Access Token Request a "scope" attribute indicating the expected NF service names (i.e. the names of the NF services that the NF Service Consumer is trying to access) offered by the NF Service Producer. This "scope" attribute is an optional parameter as per IETF RFC 6749. If the scope parameter is omitted in an authorization request, the authorization server shall either process the request using a pre-defined default value or fail the request indicating an invalid scope. However for 3GPP as per TS 33.501, this "scope" attribute is mandatorily required to be included by NF Service Consumers in access toekn requests. As it is a mandatory attribute which cannot be omitted, the authorization server shall not process the request using a pre-defined default value but shall treat the request as an invalid request hence fail it. A NRF could possibly receive an access request without scope attribute either due to the mistake/misbehaviour of a NF Service Consumer, or due to tampering attack in transmission. The purpose of the 1st proposed test case is to verify whether the NRF under test can correctly handle the absence of scope attribute in access token requests.
Test Cae 2: 

For Nnrf_AccessToken service, an NF Service Consumer will include in the Access Token Request a "scope" parameter indicating the expected NF service names (i.e. the names of the NF services that the NF Service Consumer is trying to access) offered by the NF Service Producer. However, it is possible that the NF services registered in the NRF by the NF Service Producer are different from the NF services expcted by the NF Service Consumer. In such case, the NRF shall include the actual NF service names of the requested NF Service Producer in the scope attribute contained in the Access Token Response. If this scope attribute is left absent in the Access Token Response, the NF Service Consumer will not be informed of the actual scope granted and consequently take the expected scope as the granted scope. The purpose of the 2nd proposed test case is to verify whether the NRF under test can correctly handle the scope reprentation in access token responses.
4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 33.117: "Catalogue of General Security Assurance Requirements"
[3]
3GPP TS 33.501: “Security architecture and procedures for 5G system”
[x]
3GPP TS 29.510: "Network Function Repository Services"
*************** Start of the 2nd Change ****************

4.2.2
Security functional requirements on the NRF deriving from 3GPP specifications and related test cases

4.2.2.X
Scope representation for Nnrf_AccessToken Service
4.2.2.X.1
Scope representation in Access Token Request
Requirement Name: Scope representation in access token response
Requirement Description:
“

	scope
	string
	M
	1
	This IE shall contain the NF service name(s) of the NF service producer(s), separated by whitespaces, as described in IETF RFC 6749 [16], section 3.3. 
The service name(s) included in this attribute shall be any of the services defined in the ServiceName enumerated type (see subclause 6.1.6.3.11).

pattern: '^([a-zA-Z0-9_-]+)( [a-zA-Z0-9_-]+)*$'

See NOTE 2.


NOTE 2: Though scope attribute is optional as per IETF RFC 6749 [16], it is mandatory for 3GPP as per 3GPP TS 33.501 [15].

”
as specified in TS 29.510 [x], clause 6.3.5.2.2
Security Objective references: tba

Test case: 
Test Name: TC_SCOPE_REPRESENTATION_ACCESS_TOKEN_REQUEST
Purpose:

Verify that the NRF under test correctly handle the access token request if the NF service consumer omits the scope attribute in the acess token request. 
Procedure and execution steps:

Pre-Conditions:

· Test environment with a NF instance as the NF service consumer. The NF service consumer may be simulated.
· The NRF under test has already mutually authenticated with the NF service consumer.

· The tester shall have access to the interfaces of the NRF under test, the NF service consumer.
Execution Steps 
1. The tester triggers the NF service consumer to send to the NRF under test an Access Token Request without "scope" parameter.

2. The NRF under test receives the Access Token Request from the NF service consumer and check each of the parameters included in the request.
Expected Results:

· The NRF under test fails the Access Token Request and indicates an invalid scope to the NF service consumer.

Expected format of evidence:
Logs and the communication flow saved in a .pcap file.

4.2.2.X.2
Scope representation in Access Token Response
Requirement Name: Scope representation in access token response
Requirement Description:
“On success, "200 OK" shall be returned, the payload body of the POST response shall contain the requested access token and the token type. The response in addition:

-
shall contain the NF service name of the requested NF service producer, if it is different from the scope included in the access token request (see IETF RFC 6749 [16]).” 
as specified in TS 29.510 [x], clause 5.4.2.2.1.
“

	scope
	string
	C
	0..1
	This IE when present shall contain the NF service name(s) of the NF service producer(s), separated by whitespaces, as described in IETF RFC 6749 [16], section 3.3.
The service name(s) included in this attribute shall be any of the services defined in the ServiceName enumerated type (see subclause 6.1.6.3.11).

As indicated in IETF RFC 6749 [16], this attribute shall be present if it is different than the scope included in the access token request; if it is the same as the requested scope, this attribute may be absent.
pattern: '^([a-zA-Z0-9_-]+)( [a-zA-Z0-9_-]+)*$'


”

as specified in TS 29.510 [x], clause 6.3.5.2.3.
Security Objective references: tba

Test case: 
Test Name: TC_SCOPE_REPRESENTATION_ACCESS_TOKEN_RESPONSE
Purpose:

Verify that the NRF under test does not leave the scope attribute absent in the access token response if the NF service name of the requested NF service producer is different from the scope included in the acess token request. 
Procedure and execution steps:

Pre-Conditions:

· Test environment with a NF instance as the NF service consumer. The NF service consumer may be simulated.
· The NRF under test has already mutually authenticated with the NF service consumer.

· The tester shall have access to the interfaces of the NRF under test, the NF service consumer.
· The tester shall configure the expected NF service names of the expected NF service producer in the NF service consumer.
· The tester shall configure the NF service names of the requested NF service producer in the NRF under test. 
· The NF service names of the NF service producer configured in the NRF under test are different from the expected NF service names of the NF service producer configured in the NF service consumer.
Execution Steps 
3. The tester triggers the NF service consumer to send to the NRF under test an Access Token Request with a "scope" parameter indicating the expected NF service names.

4. The NRF under test sends to the NF service consumer an Access Token Response containing the issued access token.
Expected Results:

· An Access Token Response is received by the NF service consumer, which includes a scope attribute containing NF service names of the requested NF service producer different from the expected NF service names included in the Access Token Request.

Expected format of evidence:
Logs and the communication flow saved in a .pcap file.

*************** End of Change ****************

