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1	Decision/action requested
This contribution proposes a solution for KI#2
2	References
[1]	TR 33.813 Study on Security aspects of Enhancement of Network Slicing	
3	Rationale
Key separation between slices essentially requires forward and backward security for KAMF at AMF change. One way to achieve this would be running a fresh authentication and establishing a new key hierarchy in AMF change requiring KAMF separation. This is inefficient. 
The 5G key hierarchy already considered such KAMF separation by introducing SEAF. If a standalone SEAF generates KAMF for slices that require KAMF separation, another run of primary authentication can be avoided. Furthermore, in case of frequent slice change within a serving network, the benefit of KAMF separation based on the standalone SEAF would become substantial.
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR 33.813 [1].

***** START OF CHANGES *****
7.x	Solution #x: KAMF separation using a standalone SEAF 
7.x.1	Introduction
This solution addresses the security requirement of Key Issue #2: AMF key separation. 
The 5G key hierarchy already allows KAMF separation with both forward and backward security by introducing SEAF. If a standalone SEAF generates KAMF for slices that require KAMF separation, another run of primary authentication for slice key separation can be avoided. Furthermore, in case of frequent slice change within a serving network, the benefit of KAMF separation based on the standalone SEAF would become substantial.

7.x.2 	Solution details






The procedure is as follows.
0. UE is registered to the network (at source AMF) based on the primary authentication.
1. UE sends Registration Request to access a new slice that cannot be served by the current source AMF.
Editor’s Note: the procedure to determine a new slice access follows the SA2 design.
2. The target AMF requests the UE context to the source AMF identified by 5G-GUTI in the Registration Request.
3. The source AMF sends the UE context to the target AMF. 
4. The target AMF requests a KAMF to the SEAF.
5. The SEAF derives a new KAMF using the KSEAF and a freshness parameter and sends the derived KAMF to the target AMF along with the freshness parameter.
Editor’s Note: the freshness parameter is FFS.
6. The target AMF creates a new security context based on the KAMF received from the SEAF and runs a NAS SMC procedure to activate the new security context. The NAS security mode command includes the freshness parameter and vertical KAMF change indication.
7. The UE creates a new security context based on the parameter in the NAS SMC and sends the NAS Security Mode Complete message protected using the new security context, to the target AMF.
8. The rest of the procedure requires no security changes.

7.x.3 Evaluation
TBD

***** END OF CHANGES *****
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