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1
Disucssion

This solution addresses key issue 1&2. 
Pre-Provision and certificate distribution: This solution is based on the PKI(Public Key Infrustructure). The gNB can sign the broadcast message with its own private key and send the message, the signature, together with gNB’s certificate to the UE, and UE will be able to verify the authenticity of the message with the provisioned root of trust, e.g. the certificate issuers’s CA public key. UE shall accept the message after a successful message authentication. 
Ideally, there could be a gloabally CA, which can be the root CA for all the MNO. but it is infeasible/non-practical to deploy. Therefore it is reasonable to assume several MNOs shaing one CA or at least one MNO having one CA. 

UE shall has the capability to support storing more than one CA public keys, which can be stored in USIM or other implementation-dependent way. 

Each gNB should be provisioned with its own private key and a certificate. If the certificate is from a sub CA, then the cert chain shall also be given in the message from gNB to the UE to link back to the Root CA. gNB shall use its private key to generate signature of the broadcast message, and the gNB certificate shall be sent to the UE, either together with the signature or in a separate message.
Signature algorithm: 

UEs supporting this solution shall support the ECDSA (Elliptic Curve Digital Signature Algorithm) [x]. 

NOTE: Other feasible signature algorithms are also acceptable.

Procedure: 
The below figure gives the architecture of 2 CAs from 2MNOs. CA1 is owned by MNO1, and CA2 is owned by MNO2.
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Fig 1. Certificate based atchitecture

1-a. The MNO1 implements CA1 and the root certificate is Root Cert1, then CA1 distributes to gNB1 a BS Cert1 containing gNB’s public key associated with its corresponding private key. 
1-b. UE is provisioned with the Root Cert of CA1, which may be provisioned in ME or USIM.

2. When gNB1 broadcasts messages, it shall send message M1, the signature and BS Cert1 to the UE. The signature is generated from the message and the gNB private key, the BS Cert1 contains the public key required to verify the signature.
3.When UE receives the message, it shall first verify the validity of the BS Cert1 using the corresponding Root Cert  of CA1. If the UE is provioned the corresponding Root Cert and the verification fails, it shall drop this message.

Note: If the UE does not own a correspongding Root Cert for verification, then the UE shall be provisioned a local policy to decide how to deal with these messages. UE may have 2 choices: 1) Drop every message which is send with the BS Cert for which UE can not find a corresponding Root certificate to verify; 2) UE takes every message as genuine, which is send along with the BS Cert for which the UE can not find a corresponding Root certificate to verify.  
4. Then UE uses the gNB public key in the BS Cert to verify the signature. If the verification of the signature succeeds, the UE takes this message genuine. Otherwise, it shall drop this message.

When there is more than one level of CA, for example, the MNO has a Sub CA, and it shall use Sub CA to sign for the gNB. Then the gNB has to send not only its own Cert to the UE, but also the Sub CA Cert(s).

Certificate format: 
ITU-T X.509 certificate could be used for its flexibility, otherwise more compact certificate format such as Card Verifiable Certficate (CVC) can be considered. 

The specification shall define the certificate profile. 
**********************Start of First Change************************************

6.X
Solution #X: Certificate based solution against false base station

6.X.1
Introduction

This solution addresses key issue 1&2.

This solution is based on the PKI(Public Key Infrustructure). The gNB can sign the broadcast message with its own private key and send the message, the signature, together with gNB’s certificate to the UE, and UE will be able to verify the authenticity of the message with the provisioned root of trust, e.g. the certificate issuers’s CA public key. UE shall accept the message after a successful message authentication. 

6.X.2
Solution details

6.X.2.1 Pre-provision and certificate distribution
This solution requires the network to support PKI (Public Key Infrastructure), Which needs the MNO have one or more CAs as the root of the trust chain. 

NOTE: Ideally, there could be a gloabally CA, which can be the root CA for all the MNO. but it is infeasible/non-practical to deploy. Therefore it is reasonable to assume several MNOs shaing one CA or at least one MNO having one CA. 

UE shall has the capability to support storing more than one CA public keys, which can be stored in USIM or other implementation-dependent way. 

Each gNB should be provisioned with its own private key and a certificate. If the certificate is from a sub CA, then the cert chain shall also be given in the message from gNB to the UE to link back to the Root CA. gNB shall use its private key to generate signature of the broadcast message, and the gNB certificate shall be sent to the UE, either together with the signature or in a separate message.
6.X.2.2 Signature algorithm: 

UEs supporting this solution shall support the ECDSA (Elliptic Curve Digital Signature Algorithm) [x]. 

NOTE: Other feasible signature algorithms are also acceptable.
6.X.2.3 Procedures

Fig 6.x.2.3-1. Certificate based signature broadcast message procedure

1-a. The MNO1 implements CA1 and the root certificate is Root Cert1, then CA1 distributes to gNB1 a BS Cert1 containing gNB’s public key associated with its corresponding private key.
1-b. UE is provisioned with the public key of CA1, which may be provisioned in ME or USIM.

2. When gNB1 broadcasts messages, it shall send message M1, the signature and BS Cert1 to the UE. The signature is generated from the message and the gNB private key, the BS Cert1 contains the public key required to verify the signature.

3.When UE receives the message, it shall first verify the validity of the BS Cert1 using the corresponding CA public key. If the UE is provioned the corresponding Root Cert and the verification fails, it shall drop this message.

Note: If the UE does not own a correspongding Root Cert for verification, then the UE shall be provisioned a local policy to decide how to deal with these messages. UE may have 2 choices: 1) drop every message which is send with the BS Cert for which UE can not find a corresponding Root certificate to verify; 2) UE takes every message as genuine, which is send along with the BS Cert for which the UE can not find a corresponding Root certificate to verify.  
4. Then UE uses the gNB public key in the BS Cert to verify the signature. If the verification of the signature succeeds, the UE takes this message genuine, otherwise, it shall drop this message.

When there is more than one level of CA, for example, the MNO has a Sub CA, and it shall use Sub CA to sign for the gNB. Then the gNB has to send not only its own Cert to the UE, but also the Sub CA Cert(s).

6.X.2.4 Certificate format: 

ITU-T X.509 certificate could be used for its flexibility, otherwise more compact certificate format such as Card Verifiable Certficate (CVC) can be considered. 

The specification shall define the certificate profile.

Editor Note: The profile of the certificate is FFS.

6.X.3
Evaluation

TBA
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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].


PKI                   Public Key Infrastructure

ECDSA             Elliptic Curves Digital Signature Algorithm
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