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1
Decision/action requested

SA3 is kindly asked to approve the added security assurance requirements and corresponding test cases for UPF.
2
References
[1]
3GPP TS 33.501 Security architecture and procedures for 5G system
[2]
3GPP TS 33.513 5G Security assurance specification (SCAS); User plane function (UPF)
3
Rationale

Clause 9.9 in TS 33.501 [1] states the security requirements that NDS/IP shall be used for the protection of the non-SBA internal interfaces, such N4 and N9. This contirbution proposes to add to TS 33.513 [2] the security requirements and corresponding test cases on the non-SBA interfaces used by UPF. 
4
Detailed proposal

*************** 1st Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP
TS 33.501: "Security architecture and procedures for 5G system".
[x]




3GPP
TS 33.250: "Security assurance specification for the PGW network product".
[y]




3GPP TS 33.117: “Catalogue of general security assurance requirements”.
*************** End of Change ****************
*************** 2nd Change ****************
4.2 UPF-specific security functional requirements and related test cases
All text below is new. For better readability, no change marks are used. 
4.2.1.X1 
Confidentiality protection of user data transported over N9 interface Within a PLMN

Requirement Name: Confidentiality protection of user data transported over N9 within a PLMN.
Requirement Reference: TBA

Requirement Description: As specified in clause 9.9 in TS 33.501, "Interfaces internal to the 5G Core can be used to transport signalling data as well as privacy sensitive material, such as user and subscription data, or other parameters, such as security keys. Therefore, confidentiality and integrity protection is required.

For the protection of the non-SAB internal interfaces, such as N4 and N9, NDS/IP shall be used as specified in [3].” 

Security Objective Reference: TBA

TEST CASE: 

Test Name: TC_UP_DATA_CONF_UPF_N9
Purpose: 

Verify that the confidentiality protection mechanism implemented for user data transport over N9 interface in a PLMN conforms to the selected security profile.
Procedure and execution steps:

Pre-Condition: 

If the security of N9 interface within a PLMN is provided by means other than NDS/IP, e.g. physical security, this test case shall not be performed. Otherwise, 

· UPF network products are connected in simulated/real network environment.

· The tunnel mode IPsec ESP and IKE certificate authentication is implemented.

· Tester shall have knowledge of the security parameters of tunnel for decrypting the ESP packets.

· Tester shall have access to the N9 interface between two UPFs within a PLMN. 

· Tester shall have knowledge of the confidentiality algorithm and confidentiality protection keys used for encrypting the encapsulated payload.
Execution Steps:

The requirement mentioned in this clause is tested in accordance with the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [y]. 
Expected Results:

The user data transported on N9 within a PLMN is confidentiality protected.
Expected format of evidence:
Evidence suitable for the interface, e.g., evidence can be presented in the form of screenshot/screen-capture.
4.2.1.X2 
Integrity protection of user data transported over N9 interface Within a PLMN
Requirement Name: Integrity protection of user data transported over N9 interface within a PLMN.
Requirement Reference: TBA

Requirement Description: As specified in clause 9.9 in TS 33.501, "Interfaces internal to the 5G Core can be used to transport signalling data as well as privacy sensitive material, such as user and subscription data, or other parameters, such as security keys. Therefore, confidentiality and integrity protection is required.

For the protection of the non-SAB internal interfaces, such as N4 and N9, NDS/IP shall be used as specified in [3].” 

Security Objective Reference: TBA

TEST CASE: 

Test Name: TC_UP_DATA_INT_UPF_N9
Purpose: 

Verify that the integrity protection mechanism implemented for user data transport over N9 interface in a PLMN conforms to the selected security profile.
Procedure and execution steps:

Pre-Condition: 
If the security of N9 interface within a PLMN is provided by means other than NDS/IP, e.g. physical security, or security gateway, this test case shall not be performed. Otherwise, 

· UPF network products are connected in simulated/real network environment.

· The tunnel mode IPsec ESP and IKE certificate authentication is implemented.

· Tester shall have knowledge of the security parameters of tunnel for decrypting the Encapsulated Security Payload (ESP) packets.

· Tester shall have knowledge of the authentication algorithm (Hash Message Authentication Code) and the protection keys.

Execution Steps:

The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [y].

Expected Results:

The user data transported on N9 within a PLMN is integrity protected.
Expected format of evidence:
Evidence suitable for the interface, e.g., evident can be presented in the form of screenshot of packet capture.
4.2.Y1
Signalling Data Protection 

4.2.Y1.1 
Confidentiality of Signalling Data Transported over N4 interface

Requirement Name: Confidentiality protection of signalling data transported over N4 interface.
Requirement Reference: TBA

Requirement Description:  As specified in clause 9.9 in TS 33.501, "Interfaces internal to the 5G Core can be used to transport signalling data as well as privacy sensitive material, such as user and subscription data, or other parameters, such as security keys. Therefore, confidentiality and integrity protection is required.

For the protection of the non-SAB internal interfaces, such as N4 and N9, NDS/IP shall be used as specified in [3].”

Security Objective Reference: TBA

TEST CASE: 

Test Name: TC_CP_DATA_CONF _UPF_N4
Purpose: 

Verify that the the confidentiality protection mechanism implemented for signalling data transmitted over N4 conforms to selected security profile. 
Procedure and execution steps:

Pre-Condition:  
If the security of N4 interface is provided by means other than NDS/IP, e.g. physical security, this test case shall not be performed. Otherwise,

· UPF and SMF network products are connected in simulated/real network environment.

· The tunnel mode IPsec ESP and IKE certificate authentication is implemented.

· Tester shall have knowledge of the security parameters of tunnel for decrypting the ESP packets.

· Tester shall have access to the N4 interface between SMF and UPF. 

· Tester shall have knowledge of the confidentiality algorithm and confidentiality protection keys used for encrypting the encapsulated payload.
Execution Steps: 

The requirement mentioned in this clause is tested in accordance with the procedure mentioned in clause 4.2.3.2.4 of TS 33.117. 
Expected Results:

The signalling data transported over N4 interface is confidentiality protected.
Expected format of evidence:

Evidence suitable for the interface, e.g., evidence can be presented in the form of screenshot/screen-capture.
4.2.Y1.2 
Integrity of Signalling Data Transported over N4 Interface
Requirement Name: Integrity protection of signalling data transported over N4 interface.
Requirement Reference: TBA

Requirement Description: As specified in clause 9.9 in TS 33.501, "Interfaces internal to the 5G Core can be used to transport signalling data as well as privacy sensitive material, such as user and subscription data, or other parameters, such as security keys. Therefore, confidentiality and integrity protection is required.

For the protection of the non-SAB internal interfaces, such as N4 and N9, NDS/IP shall be used as specified in [3].” 

Security Objective Reference: TBA

TEST CASE: 

Test Name: TC_CP_DATA_INT_UPF_N4
Purpose: 

Verify that the the integrity protection mechanism implemented for signalling data transmitted over N4 conforms to selected security profile. 
Procedure and execution steps:

Pre-Condition: 

If the security of N4 interface within a PLMN is provided by means other than NDS/IP, e.g. physical security, this test case shall not be performed. Otherwise, 

· UPF and SMF network products are connected in simulated/real network environment.

· The tunnel mode IPsec ESP and IKEv2 certificate authentication is implemented.

· Tester shall have knowledge of the security parameters of tunnel for decrypting the Encapsulated Security Payload (ESP) packets.

· Tester shall have knowledge of the authentication algorithm (Hash Message Authentication Code) and the protection keys.

Execution Steps: 

The requirement mentioned in this clause is tested in accordance with the procedure mentioned in clause 4.2.3.2.4 of TS 33.117. 
Expected Results:

The signalling data transported over N4 interface is integrity protected.
Expected format of evidence:

Evidence suitable for the interface, e.g., evidence can be presented in the form of screenshot/screen-capture.
4.2.Y2 
Per-user based packet filtering 

The clause 4.2.2.2 in TS 33.250 [x] is applicable here. 

4.2.Y3 
Charging ID uniqueness 

The clause 4.2.2.3 in TS 33.250 [x] is applicable here.  

4.2.Y4 
TEID uniqueness 

The clause 4.2.2.4 in TS 33.250 [x] is applicable here. 

4.2.Y5 
Inactive emergency DNN connection release
The clause 4.2.2.6 in TS 33.250 [x] is applicable here. 
*************** End of Change ****************
