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1
Decision/action requested

SA3 is kindly asked to approve of the below key issue related to eSBA.
2
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Secure message transport via the SCP
3
Rationale

Since a Rel-16 5GC is intended to support both direct communication as well as indirect communication via an SFSF (c.f. TR 23.742 [1]), both deployment options need to offer the same security with regards to intra-PLMN message transport. In addition to security requirements on message transport within the SCP itself (i.e. between different decentralized instances), introduced in a companion contribution [2], basic security requirements must also be met at the interface between SCP and the Network Functions connected to it.
4
Detailed proposal

4.1.Y
Key Issue #Y: Protection of SCP interfaces
4.1.Y.1
Issue description

If a PLMN operator utilizes an SCP to enable indirect communication, connections between the SCP and other 5GC Network Functions must offer the same level of security as direct NF-NF or NF-NRF communication. Therefore, the interfaces between SCP and all communicating parties connected to it have to be mutually authenticated. With the exception of special cases, such as NRF or SEPP, which allow for service requests without prior authorization, the SCP may also verify whether a connected NF is allowed to make use of certain SCP services before accepting any such requests.
Furthermore, confidentiality, integrity and replay protection offered by the SCP must not be breached at the interface towards the Network Functions connected to it.
4.1.Y.2
Threat description
Unauthenticated access to the SCP may lead to the following threats:

-
Spoofing attacks

-
Theft of service

-
Man in the middle attacks between SCP and N(R)F
A lack of confidentiality protection may lead to leakage of sensitive information.

A lack of integrity protection may lead to unnoticed modification of information in transit.

A lack of replay protection may lead to several negative impacts as a result of replay attacks, such as theft of service, leakage of sensitive information, or loss of control.
4.1.Y.3
Potential security requirements
Communication between the SCP and its communication peers shall support confidentiality protection, integrity protection and replay protection.
The SCP shall perform mutual authentication with each communication peer before granting access to its services.
The SCP may further perform authorization of a requesting NF before granting access to certain services.
