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Decision/action requested

It is requested to approve the proposed content  to TR 33.814
2
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Rationale

In LTE TS 23.271 [1], the keys for broadcast assistance data are delivered from AMF to UE through attach/TAU procedure. If no attach/TAU procedure happened in UE side while key is updated in network side, the key will be different between UE and network side. The proposed contributin utilizes location service procedure to update key in such scenario.
4
Detailed proposal
***********************Start of the first change************************
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***********************Start of the second change************************
6.Y
Solution #Y: <Solution on key updating for broadcast assistant data protection>

6.Y.1
Introduction

This solution addresses the key issue #x “Key Issue for encryption and integrity protection of assistance data".  The kassit ciphers the assistance data in RAN and the ciphered assistance data will be broadcasted to UE. In LTE TS 23.271 [xx] the kassit for broadcast assistance data are delivered from AMF to UE through attach/TAU procedure. If UE in CM Connected state while kassit is updated from LMF to AMF, the key will not be updated with registration request procedure. As a result, kassit is different between UE and network side. The proposed contributin utilizes location service procedure to update kassit in such scenario.
The solution proposes a key updating procedure for assistance data broadcast, which is based on the location service procedure specified in TS 23.502 [yy].
6.Y.2
Solution details
 When AMF finds ciphering key changes the location service request procedures defined in TS 23.502 [yy], the AMF will deliver new key to UE.  Figure 6.Y.2-1 illustrates the general network positioning for LCS clients external to the PLMN. In addition, key updating for broadcast assistant data protection is added.
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Figure 6.Y.2-1: Updating ciphering keys to UEs for broadcast assistance data
0.  LMF may update and send a new kassit to AMF.
1.
The external location services client sends a request to the GMLC for a location for the target UE identified by an GPSI or an SUPI. The request may include the required QoS, Supported GAD shapes and client type.

2.
The GMLC invokes a Nudm_UECM_Get service operation towards the home UDM of the target UE to be located with the GPSI or SUPI of this UE

3.
The UDM returns the network addresses of the current serving AMF.

4.
The GMLC invokes the Namf_Location_ProvidePositioningInfo service operation towards the AMF to request the current location of the UE. The service operation includes the SUPI, and client type and may include the required QoS and Supported GAD shapes.

5.
AMF check if a new ciphering key is recieved. For example, a new key has been delivered from LMF to AMF. If the key is not changed, step 7-10 are skipped;
6.   AMF select the applicable key for target UE;
7-8. AMF send new key to UE.

9-10. UE send response to AMF

11-15. Continue with location service request procedure as specified in TS 23.502 [yy].
6.Y.3
Evaluation

TBA.
***********************End of the first change*************************
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