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1
Decision/action requested

Approve the amendment to KI#6
2
References

[1]
3GPP TS 23.502
3
Rationale

3GPP SA plenary has an agreement that NSSAI transmission shall be confidentiality protected. In R15, S-NSSAI is not transmitted in the initial NAS message unitl security context is established [1] and AS messages in the default mode. This approach will lead to the following network behaviours: 

1. A defaut AMF is chosen for the UE

2. Primary Authenticaiton between UE and default AMF
3. NAS security establishment between UE and default AMF
4. AMF re-selection and security context migration from default AMF to a new AMF
These steps, especially step 4 security context migration, introduce extra overheads and potential security risks in the registration proecedure. Besides, this overhead is applied to all UE. 

A straigtfoward alternative is to transmit an encrypted S-NSSAI the same way as, and together with SUPI. This seems not to introduce any additional procedure, but simply include the encrypted S-NSSAI in the NAS message. A detailed investigation in this study may be beneficial so that the SA3 group will understand whether the current procedure needs to be amended. 
This contribution is to amend the KI#6 so that NSSAI protection in the initial NAS transmission can be studied as well.
4
Detailed proposal

pCR
****************Beginning of the changes***************

6.7
Key Issue #6: Confidentiality protection of NSSAI and home control

6.7.1
Key issue details

NSSAI may contain sensitive information that causes privacy concerns when transmitted in clear. For example, a particular NSSAI may be linked to a slice instance exclusively for UEs serving police officers. It has been concluded in Rel-15 that S-NSSAI is not transmitted in initial NAS messages, unitl security context is established. Besides S-NSSAI is by default not transmitted in AS messages, unless a serving PLMN instructs the UE to do so. These tentative decisions leave following open issues needed to be addressed.

1. Fulfil the requirement to send protected S-NSSAI,

The objective of this key issue is to investigate complete solutions, to address above issues, in the mean time to address potential backward compatibility issue, if any, to R15. 

6.7.2
Security and privacy threats

If an S-NSSAI is sent in the cleartext during the RRC connection establishment procedure then the user privacy is lost. In case the S-NSSAI is related to the critical services (e.g. MCPTT) then the man in the middle may disrupt the services by targeting the user using this services. If an S-NSSAI is not sent in the initial RRC or NAS messages, AMF relocation together with security context migration will be inevitable, which is not an efficient use of operator’s network resource. 
In addition, a non compliant serving PLMN may transmit NSSAI in clear, leading to a leak of NSSAI.

6.7.3

Potential Security requirements



5G system shall provide confidentiality protection for NSSAI transmission. This key issue will only study solutions where:

· Cryptographic key material is available 
· Existing NAS or AS security contexts can be used. 
****************End of the changes***************

