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1
Decision/action requested

Approve the amendment to solutions #2.
2
References

[1]
3GPP TS 23.502
3
Rationale

This contribution added evaluation part and provide more details to address the issues raised by EN. 
4
Detailed proposal

pCR
****************Beginning of the changes***************

7.2
Solution #2 Slice Authentication

7.2.1
Introduction

This solution addresses the Key Issue #1 Authentication for access to specific Network Slices. 

The slice authentication is performed between a UE and an AAA server, which may reside in the PLMN domain or outside the PLMN domain. It is based on subscription identifiers that are different from SUPI, e.g. DN subscription identifiers or user ID registered at DN. 

The slice authentication is performed after Primary Authentication and based on the EAP framework, where SEAF/AMF takes the role of the Authenticator. Various EAP methods are supported and can be negotiated between the UE and the AAA server, following the EAP framework as described in RFC 3748 [6].   



7.2.2
Solution details

This solution presents the registration procedure between UE and the network when slice authentication is performed. A general overview is shown in Figure 7.2.1. The procedure is based on the registration procedure in TS23.502. 
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Figure 7.2.1 Registration overview when slice authentication is performed

Steps 1 indicates the registration steps the same as 1-7 as in TS23.502 [4]. 

Steps 2 indicates the same Primary Authentication procedure as in TS33.501 [2], where the UE and the PLMN are mutual authenticated.  The user subscription ID for slice authentication can be included in the N2 messages exchanged with the AMF. In case the UE has valid security context, e.g. retrieved when 5G-GUTI is included in the registration request, the primary authentication is skipped
. 


Step 3: AMF obtains the subscription information of the user from UDM, which provides necessary information to AMF whether slice authentication is required. 

Step 4: Registration accept is sent to UE, including allowed NSSAI as in R15, if Primary Authentication is successful. The S-NSSAI in the Requested NSSAI that require slice authentication, if any, can also be included.  

Step 5: UE submit the registration request again for the slice authentication (include the S-NSSAI requiring slice authentication in the Requested NSSAI).
Step 6: Slice authentication is performed and AMF should make sure the link between AMF and AAA server is established. The link can be routed through a Slice Authentication Assistance Function (SAAF), as illustrated in the figure. 

The slice authentication is based on the EAP framework, where AMF/SEAF takes the role of Authenticator. Various EAP methods can be supported and UE can negotiate with AAA server on the EAP method based on RFC 3748 [6]. The number of messages exchanged is dependent on the EAP method used. 

Step 7: The slice registration is completed after slice authentication is completed.  

7.2.3
Evaluation

In this solution, slice authentication is performed after Primary authentication. As it is not nested together with Primary Authentication, the initial registration procedure (Primary Authentication with PLMN) is not affected by slice authentication with external DN. This is compatiable with R15 spec well (no changed to R15 registration behaviours). The timer issue introduced by the nesting approach does not apprear in this solution. 
****************End of the changes***************

�The procedure has been amended to avoid the nesting scenario, together with Primary Authentication


��This is in line with the general registration procedure in TS23.502
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