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1
Decision/action requested

To approve the companion contribution for security features provisioning for a network slice.
2
References

[1]
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3GPP TS 23.501, System Architecture for the 5G system (5GS) (Release 15)
3
Rationale

Operators may offer customised services to the Service Consumers based on the Network Slice as a Service (NSaaS) model [1]. In order to comprehend what security features should be listed as part of NSaaS, a review of some basic concepts may be needed with respect to the network slices. 
3.1
Lifecycle of a Network Slice (Instance)

The lifecycle of a network slice has the following 4 phases, Preparation, Commissioning, Operation, Decommissioning, as illustrated in the Figure 1 below [1]. 
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Figure 1. Lifecycle of a network slice (instance)
For example, addressing the issues related to how a UE get access to a network slice (e.g. Registration or Authentication procedures) is in the Operation Phase, the specification work is handled by the 3GPP SA2 Working Group. However, the provisioning of a network slice is in the Preparation and Commisioning Phases that before a network slice is operated. Its specification work is handled by the 3GPP SA5 Working Group instead.
3.2
RAN is part of a Network Slice (Instance) 
As speicified unequivocally in Clause 5.15, TS 23.501 [2], a Network Slice is defined within a PLMN and shall include
-
the Core Network Control Plane and User Plane Network Functions, and, in the serving PLMN, at least one of the following:
-
the NG Radio Access Network …
-
the N3IWF functions to the non-3GPP Access Network ....

That is RAN is part of Network slice for 3GPP Access. 
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Figure 2. RAN is part of a network slice [1]
3.3
What features are included in NSaaS so far
Based on TS 28.530 [1], the following features are exemplified (non exhaustive) NSaaS features
- 
radio access technology, bandwidth, end-to-end latency, reliability, QoS, etc.

These features are not only related to the Core Network part, but also RAN part. 

3.4
Why security features should be included in NSaaS

In general, provisioning additional security features to a network slice, like other NSaaS features, will consume more network resources. Specifying configurable security features allows a slice is custermized to certain scenarios and put boundary to the slice. Without specifying security features in NSaaS implies 2 things, i.e.:  
- 
Either a network slice is provisioned all possible security features without limiting a slice’s capability, or 

-    Each PLMN provisions its network slices, including both CN part and RAN part, in a proprietary way

The former will consume more operators’ network resources unnessarilly and may also pose a potential security threat by equipping a network slice with more security features than necessary. The latter will increase the operational cost, have potential interoperatorability issues and potential security risk on implementation during deployment. 
In addition, there is no downside perceived when security features are made available in NSaaS
3.5
What security features are proposed to be included in NSaaS

The following features are proposed to be configurable for a network slice: 

· Security policy, e.g. UP encryption/integrity protection

In the current situlation, UP encryption/integrity protection is not configurable for a network slice. All network slices provisioned by network management support online negotiation between a UE and the network to switch on/off UP encryption/integrity protection. However, there may be cases where an operator would like to have a slice for a particular use case that UP encryption/integrity protection is always on. No negotiation to “downgrade” is allowed. This can be achieved by creating a slice with “no swich”. 
· Secondary authentication

In the current situlation, all network slices will be resourced being capable of providing secondary authentication services even no UE access the slice is subscribled to a third party DN. This is a waste of network resource. 
4
Detailed proposal

It is proposed that SA3 approves the companion pCR document S3-190698. 
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